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Preface

Recent years have witnessed the exponential growth of machine learning
(ML) technologies. The introduction of large-language models (LLMs)
moved ML into the mainstream, with chatbots and LLM-based appli-
cations now being an integral and indispensable tool of everyday life.
While LLMs offer numerous advantages and unprecedented capabilities,
they also introduce new risks related to security, privacy, and ethics, ul-
timately calling for assurance techniques to assess the behavior of LLMs
and ensure they meet the desired non-functional properties. However,
existing assurance techniques designed for traditional software systems
are largely inadequate for LLMs, while LLM-specific techniques are still
in their infancy. This thesis aims to address this gap by proposing a
novel certification-based assurance framework for LLM-based applica-
tions. Our approach departs from the assumption that the application
behavior compatible with the desired non-functional properties can be
precisely modeled in advance, and rather define the set of compatible ap-
plication behaviors and verifies whether the specific application behavior
matches the set. We evaluate the performance and quality of the proposed
certification scheme across an extensive experimental evaluation covering
three key non-functional properties. We further demonstrate the practical
value of the proposed scheme in three case studies: i) the implementa-
tion of the certification process within a MLOps pipeline; the assessment
of two novel notions of property integrity, namely ii) structural and iii)
behavioral integrity.



Thesis Structure

The thesis is structured as follows:

Chapter 1 - Introduction: This chapter provides introduces the the-
sis, outlining the motivation, objectives, and contributions of the re-
search. It briefly discusses the importance the current state of the
art in machine learning models, security assurance, and certifica-
tion, and the challenges associated with the assessment of LLMs.

Chapter 2 - Background: This chapter provides an overview of the
background and related work in the field of machine learning mod-
els, security assurance, and certification. The chapter also identifies
the gaps and limitations in the existing LLM safety and security re-
search, and motivates the work in this thesis.

Chapter 3 — Methodology: This chapter presents the certification
scheme for LLM-based applications. It first categorizes LLM-based
applications in different types that impact on their assessment, and
then explains the proposed certification scheme in depth and the
certification process it implements.

Chapter 4 — Experimental Evaluation: This chapter presents the ex-
periments conducted to evaluate the proposed certification scheme.
The experimental evaluation covers three LLM-based applications
and three non-functional properties.

Chapter 5 — Case Studies: This chapter presents three case stud-
ies that demonstrate the application of the proposed certification
scheme. Each case study focuses on a different aspect of LLM safety
and security. The first case study focuses on the lifecycle of LLMs,
while the second and third case studies focus on two novel notions
definitions of non-functional property integrity, respectively, struc-
tural integrity and behavioral integrity of LLMs. Each case study de-
tails the end-to-end application of the proposed certification scheme,
from the definition of the certification building blocks to the real-
world results retrieved.

Chapter 6 — Conclusions: This chapter provides a summary of the
thesis, including the main findings, contributions, and implications
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of the work. It also discusses the limitations of the research and
suggests directions for future work.
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Chapter 1. Introduction

In the last years, the advent of more and more powerful machine learn-
ing models has led to an unprecedent growth in their spread and adop-
tion. These models have shown remarkable capabilities in various tasks,
such as image and speech recognition, natural language processing, and
decision-making, making them a new cornerstone in the modern IT land-
scape. While they provide a great deal of benefits, they also raise a num-
ber of security and privacy concerns. In this context, the need for security
assurance and certification has become increasingly important.

1.1 Machine Learning and Large Language Models

Machine learning (ML) is a subset of artificial intelligence (Al) that en-
ables systems to learn and improve from experience without being ex-
plicitly programmed. ML algorithms can be categorized into three main
types: supervised learning, unsupervised learning, and reinforcement
learning. These algorithms are used in various applications, including im-
age recognition, natural language processing, and autonomous vehicles.
In the last years, the development of advanced deep learning models,
such as transformers, and the addition of new capabilities, has further ac-
celerated their adoption. Novel transformers models, in particular Large
Language Models (LLMs), thanks to their natural-language interaction
and generative nature, are nowadays considered the de-facto standard
for many applications, such as natural language processing (NLP) and
decision-making, and are being increasingly adopted in the entire lifecy-
cle of software development, from code generation to testing and deploy-
ment. On the other hand, the addition of new capabilities, such as MCP,
has enabled ML models to interact with external tools and resources, fur-
ther expanding their potential applications. However, the complexity and
opacity of these models have raised concerns about their security and re-
liability.

1.2 Security Assurance and Certification

Security assurance is the process of evaluating and ensuring that a sys-
tem meets certain security requirements. It involves identifying potential
vulnerabilities, assessing risks, and implementing measures to mitigate
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those risks. Certification is a formal process that verifies that a system
meets specific security standards and requirements. It provides assur-
ance to users and stakeholders that the system is secure and reliable. In
the context of LLMs, security assurance and certification had to adapt
to the unique challenges posed by these models, such as their complex-
ity, opacity, and the potential for several attacks. In particular, the lack
of transparency and interpretability of LLM models makes it difficult to
identify potential vulnerabilities and assess risks. Additionally, the dy-
namic nature of LLM models, which can change over time as they learn
from new data, poses challenges for maintaining security assurance and
certification throughout their lifecycle. These challenges have led to the
development of new methodologies for evaluating and certifying the se-
curity of LLM models. In this thesis we will present a novel certification
framework for security assurance and certification of LLM models in the
entire lifecycle, from development to deployment and monitoring. We
will also discuss the results of these approaches for the broader field of Al
security and the potential for future research in this area.



Chapter 2. Background

In this chapter, we provide a brief overview of current state of the art
techniques and methodologies in the field of machine learning, security
assurance, and certification. We will discuss nowadadays the most widely
adopted machine learning models, such as transformers and large lan-
guage models (LLMs), their integration into the software development
lifecycle, and the challenges they pose for security assurance and certifi-
cation. We will also discuss some of the most common attacks and vulner-
abilities that these models are susceptible to, such as misuse and misalign-
ment, and the methodologies that have been developed to address these
issues, such as explainability techniques like SHAP and LIME, mechanis-
tic interpretability, and monitoring.

2.1 Machine Learning Models Architectures

Machine learning models have become increasingly powerful and widely
adopted, starting their journey from simple linear regresssion models to
convolutional neural networks (CNNs) and recurrent neural networks
(RNNSs), and more recently to transformers and large language models
(LLMs). Their capabilities have been improved significantly, enabling
them to perform a wide range of tasks, such as image and speech recogni-
tion, natural language processing, and decision-making. The integration
of these models into the software development lifecycle has also become
increasingly common, with applications ranging from code generation to
testing and deployment. However, the complexity and opacity of these
models have raised concerns about their security and reliability, making
it crucial to develop methodologies for security assurance and certifica-
tion.

2.1.1 Transformers and Large Language Models

The transformer architecture, introduced in the paper ”Attention is All
You Need” [46], has revolutionized the field of natural language process-
ing (NLP) and has been widely adopted in various applications. The
transformer architecture is based on the self-attention mechanism, which
allows the model to weigh the importance of different input tokens when
making predictions. In details, it consists of an encoder and a decoder,
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each composed of multiple layers of self-attention and feed-forward neu-
ral networks. For each query the self-attention mechanism computes a
weighted sum of the input tokens, where the weights are determined by
the similarity between the query and the input tokens. This allows the
model to capture long-range dependencies and contextual information,
making it particularly effective for NLP tasks.

In this context, large language models (LLMs) are a specific type of trans-
former-based models that have been trained on massive amounts of text
data, enabling them to generate human-like text and perform a wide range
of NLP tasks. Furthermore, LLMs developed new patterns in the software
development lifecycle being used for various applications, such as LLM-
as-a-Judge, in which LLMs are used to evaluate the response quality gen-
erated by other models, LLM-as-a-Tester, in which LLMs are used to gen-
erate test cases for software applications, LLM-as-a-Developer, in which
LLM:s are used to generate code for software applications, and LLM-as-a-
Tool, in which LLMs are used to interact with external tools and resources,
etc.

2.1.2 Titans and Nested Learning

Titans [10] are a new approach that challenge current transformer archi-
tecture. They are based on three hyper-heads:

¢ Core: this module consists of the short-term memory, and is respon-
sible for the main flow of processing the data (we use attention with
limited window size);

* Long-term Memory: this branch is our neural long-term memory
module that is responsible to store/remember long past;

¢ Persistent Memory: this is a set of learnable but date-independent
parameters that encodes the knowledge about a task.

Following the introduction of Titans, Nested Learning (NEL) [11] took
place has a novel learning paradigm that models machine learning mod-
els as inter-connected, multi-level optimization problems, each with its
own context flow and update frequency. This new architecture combined
with the introduction of Continuum Memory System (CMS) and self-
modifying Titans has shown significant improvements in continual learn-
ing and long-context reasoning capabilities. In particular, the CMS allows



the model to store and retrieve information across different levels of the
optimization problem, enabling it to learn from a wider range of experi-
ences and adapt to new tasks more effectively. The self-modifying Titans,
on the other hand, allow the model to modify its own architecture and
parameters in response to new information, enabling it to continuously
improve its performance over time.

2.2 Capabilities: MCP and Skills

Model Context Protocol (MCP) is a framework that enables LLMs to inter-
act with external tools and resources, such as databases, APIs, and other
software applications. MCP allows models to access and utilize external
information, which can enhance their capabilities and enable them to per-
form a wider range of tasks. In particular, MCP exploits the definition of
API calls, which are a standard way for software applications to commu-
nicate with each other, and use them as a means for models to interact
with external tools and resources. Recently, MCP has been surpassed by
the concept of ”Skills”, which are a more general and flexible way for
models to interact with external tools and resources. Skills are defined as
a set of capabilities that a model can use to perform specific tasks, such
as accessing a database, making an API call, or interacting with a user
interface. Skills can be implemented using various technologies, such as
APIs, webhooks, or even custom code, and can be easily integrated into
the software development lifecycle.

2.3 Lifecycle: MLOps

Machine Learning Operations (MLOps) is a set of practices and tools that
enable the deployment, monitoring, and maintenance of machine learn-
ing models in production environments. Although a unique definition of
MLOps is still missing, it can be generally defined as the next-generation
of DevOps practices, which are specifically tailored for machine learn-
ing models. MLOps encompasses various activities, such as data pre-
processing, model training, model deployment, and model monitoring.
It also involves the use of various tools and technologies, such as ver-
sion control systems, continuous integration and continuous deployment
(CI/CD) pipelines, and monitoring tools. The goal of MLOps is to ensure
that machine learning models are deployed and maintained in a secure



and reliable manner, while also enabling rapid iteration and improve-
ment.

2.4 Flaws and Pitfalls

While machine learning models provide a great deal of benefits, they also
raise a number of security and privacy concerns. Their intrinsic undeter-
ministic nature is prone to several types of errors categorizable into four
main categories [45]:

* Misuse: when a model is used for a purpose other than the one it
was intended for, or when it is used in a way that is not aligned
with its capabilities and limitations. In this case the threat is not the
model itself, but the way it is used, which can lead to unintended
consequences and potential harm.

¢ Misalignment: when a model’s behavior is not aligned with the in-
tended goals and values of its users, which can lead to unintended
consequences and potential harm. This can occur when a model’s
training data is biased or when its objectives are not properly de-
fined, leading to outcomes that are not in line with the users” expec-
tations.

* Mistakes: when a model makes an error or produces an incorrect
output, which can lead to unintended consequences and potential
harm. This can occur due to various reasons, such as insufficient
training data, overfitting, or adversarial attacks.

¢ Structural risks: when a model’s architecture or design is inher-
ently flawed, this can happen due to complicated multi-agent in-
teractions. For example, when multiple models interact with each
other, they can create feedback loops that amplify errors and lead to
unintended consequences. Additionally, when a model is designed
to optimize for a specific objective, it can lead to unintended conse-
quences if the objective is not properly defined or if it conflicts with
other objectives.
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Figure 1: An overview of Al pitfalls [45]

2.4.1 Misuse and Misalignment

Misuse and misalignment are two of the most common, and most ad-
dressed, issues in the context of machine learning model security. Misuse
refers to the inappropriate application of a model, while misalignment
pertains to the discrepancies between a model’s behavior and the user’s
intentions. Both issues can lead to significant risks and challenges in de-
ploying machine learning systems responsibly. Some examples of misuse

include:

* Adversarial attacks: when an attacker intentionally manipulates the

input data to deceive a machine learning model, leading to incorrect

predictions or classifications (e.g., adding noise to an image to cause
a misclassification).

¢ Jailbreaking: when an attacker exploits vulnerabilities in a model
to bypass its security measures and gain unauthorized access to its

capabilities (e.g., tricking a language model into generating harmful

content).

On the misalignment side, some examples include:

* Bias and fairness: when a model’s training data is biased, it can lead
to unfair and discriminatory outcomes, which can be misaligned

with the users’ values and expectations (e.g., a hiring algorithm that

discriminates against certain groups of people).




* Value misalignment: when a model’s objectives are not properly de-
tined or when they conflict with the users’ values, it can lead to out-
comes that are not in line with the users” expectations (e.g., a rec-
ommendation system that prioritizes engagement over user well-
being).

2.5 Methodologies for Addressing Flaws and Pitfalls

To address the issues described above, various methodologies have been
developed, such as explainability techniques, mechanistic interpretabil-
ity, and monitoring. These methodologies aim to provide insights into
the behavior of machine learning models, identify potential issues and
risks, and enable proactive interventions to prevent or mitigate these is-
sues.

2.5.1 Explainability

To address the issues of misuse and misalignment, various methodolo-
gies have been developed, such as explainability techniques. Explain-
ability techniques aim to provide insights into the decision-making pro-
cess of machine learning models, making it easier for users to understand
and interpret their behavior. Some popular explainability techniques in-
clude:

e SHAP (SHapley Additive exPlanations): a unified approach to ex-
plain the output of any machine learning model by computing the
contribution of each feature to the final prediction.

¢ LIME (Local Interpretable Model-agnostic Explanations): a technique
that generates locally faithful explanations by approximating the
model’s behavior in the vicinity of a specific instance.

While these techniques have shown promise in providing insights into the
decision-making process of machine learning models, they also have lim-
itations, such as their computational complexity and their inability to cap-
ture the full complexity of the model’s behavior. Therefore other the need
for more advanced methodologies, such as mechanistic interpretability
and in depth-monitoring, has emerged.



2.5.2 Mechanistic Interpretability

Mechanistic interpretability is an approach that aims to understand the
internal workings of machine learning models by analyzing their archi-
tecture and design. This approach involves dissecting the model’s com-
ponents, such as its layers, neurons, and connections, to gain insights into
how it processes information and makes predictions. It can help in identi-
fying potential and structural risks, such as feedback loops, and in under-
standing how different components of the model contribute to its overall
behavior. However, mechanistic interpretability can be challenging due
to the complexity and opacity of modern machine learning models, es-
pecially those based on deep learning architectures. Some current tech-
niques for mechanistic interpretability include:

* Activation maximization: a technique that identifies the input pat-
terns that maximize the activation of specific neurons or layers in a
model, providing insights into what features the model is focusing
on.

* Network dissection: a method that analyzes the activations of in-
dividual neurons to determine their role in the model’s decision-
making process, such as identifying neurons that are responsible for
specific features or concepts.

2.5.3 Monitoring: Amplified Oversight

While modern LLM-specific techniques like explainability and mecha-
nistic interpretability can provide insights into the behavior of machine
learning models, they may not be sufficient to capture the full complexity
of their behavior, especially in dynamic and evolving environments. In
this context, classical monitoring techniques, such as anomaly detection
and performance monitoring are still powerful tools. Anomaly detection
involves identifying unusual patterns or behaviors in the model’s out-
put, which can indicate potential issues or risks. Performance monitoring
involves tracking the model’s performance over time, such as its accu-
racy, precision, and recall, to ensure that it continues to meet the desired
standards and to identify any degradation in performance (e.g. model
drift). Both techniques can be used to detect and address issues related to
misuse, misalignment, mistakes, and structural risks in machine learning
models. Parallel to that a novel scene is emergining, in which monitor-



ing is not only used to detect issues, but also to proactively prevent them
by implementing real-time interventions and feedback loops. This can
involve techniques such as:

* Amplified oversight: a technique that involves using machine learn-
ing models to monitor and oversee the behavior of other models,
providing real-time feedback and interventions to prevent potential
issues.

¢ (lassical monitoring with real-time interventions: a technique that
involves using classical monitoring techniques, such as anomaly de-
tection and performance monitoring, to provide real-time feedback
and interventions to prevent potential issues in machine learning

models.
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Figure 2: An overview of Al state-of-the-art techniques for addressing Al
pitfalls [45]

2.6 Security Assurance and Certification

Assurance is a process that ensures a system satisfies, at the time of ver-
ification and continuously, certain non-functional security and quality
requirements. Certification is the most widely adopted assurance tech-
nique: when a system successfully passes the verification process, a cer-
tificate is issued that attests the system’s conformity to the defined se-
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curity and quality requirements. The state of the art of assurance and
certification systems is continuously evolving; new approaches are be-
ing developed that involve not only the classical certification phase at the
end of development, but also innovative methodologies that insert assur-
ance controls along the entire development pipeline. Consequently, new
approaches have emerged aiming at achieving DevSecOps [1] or, more
ambitiously, DevCertOps.

Formally, a certification scheme defines the verification process to ascer-
tain that the system behaves as expected and demonstrates certain non-
functional properties. Figure 3 shows the certification process structured
as follows: first, the Certification Authority (CA) defines the Certification
Model to verify properties on a specific target called the ToC (Target of Cer-
tification) in relation to the Evidence Collection Model. Subsequently, the Ac-
credited Lab, delegated by the CA, instantiates the Evidence Collection Model
to collect evidence and verify compliance with the declared properties. If
the ToC successfully passes the accreditation process, the Accredited Lab
issues a certificate attesting that the ToC supports the declared properties.
In detail, the following key concepts are defined:

* ToC (Target of Certification): the entity seeking certification that must
demonstrate possession of certain non-functional properties

* Non-functional properties: properties concerning behavior in terms
of security, quality, reliability, etc., rather than the system’s opera-
tional functionality

¢ Evidence Collection Model: a set of rules and procedures that define
how to collect the evidence to verify the non-functional properties

A possible example of certification is the standard ISO 27001, which de-
fines how to manage information security within an organization; in par-
ticular, it specifies the requirements to establish, implement, maintain and
improve an information security management system (ISMS) within the
context of the organization’s overall risk. In this case, the ToC is the or-
ganization seeking certification, the non-functional properties are the re-
quirements defined by ISO 27001, and the Evidence Collection Model is
the audit and evidence-collection system used to demonstrate compliance
with the requirements.

11



Certification . . Evidence
prepares | Model CM verifies & on +c0rd1ng to » Coll. Model £

collecting ———— against executed by

Certificate C |« on success Accizcll)lted

Figure 3: Certification Model

I¢ l

2.6.1 Challenges of Certifying LLM Models

Despite these substantial advancements in LLM assessment, which pro-
vide a solid foundation for LLM assurance, current LLM assurance tech-
niques remain in their infancy. At the same time, traditional assurance
methods prove inadequate in this context, leaving a significant lacuna in
trustworthy Al We identify five key gaps in LLM assessment that merit
particular attention when implementing LLM assurance techniques, as
outlined below.

G1: Gap on transparency. Access to the application internals, in terms
of pre-training dataset, process, and model structure, varies signif-
icantly in LLM assessment. Transparency is entirely missing and
details on the pre-training process can only be assumed in closed-
source foundation LLMs (e.g., GPT-4 [40]). On the other hand, few
foundation LLMs provide complete access (e.g., StarCoder2 [38]),
while several others sit in the middle ground (e.g., from partial dis-
closure of pre-training datasets and process only, such as Claude, to
partial disclosure of pre-training datasets and process with direct
model access, such as Mistral). This scenario challenges traditional
assurance (e.g., [3, 5, 9, 35]), which assumes that the target applica-
tion can be inspected in its entirety, thus questioning the depth and
reliability of current LLM assessment. At the same time, the scale of
the pre-training dataset makes its assessment virtually inapplicable,
even when it is fully accessible. Finally, LLMs build on a complex,
and (potentially) opaque supply chain, opening up for novel, cas-
cading issues and vulnerabilities [48].

G2: Gap on non-functional assessment. Novel techniques for LLM as-
sessment mostly focus on functional assessment, such as the accu-
racy and performance of the LLM outputs. Traditional assessment,
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including compliance with policies, risk analysis, and the verifica-
tion of non-functional attributes such as safety, security, and trust-
worthiness, tends to be neglected [50] or limited to specific tech-
niques and properties (e.g., [14, 26, 53]). However, they are increas-
ingly mandated by law (e.g., the European Union Al Act) and par-
ticularly relevant when LLMs drive the application behavior [33,
50]. In addition, the assessment of accuracy and performance is in-
applicable due to the free-form of LLM outputs and complexity of
the tasks. The research community is therefore adapting accuracy
and performance into several sub-properties such as coherence, con-
sistency, fluency, relevance [51], to name but a few.

G3: Gap on unambiguous definition of non-functional properties. Non-
functional properties are commonly defined as a property name re-
tined with a set of attributes, possibly organized in a hierarchy [3, 6].
Such properties are unambiguous and decoupled from the verifica-
tion process analyzing the deterministic application’s outputs. Re-
search on Al model assurance [5, 12] already highlighted that these
assumptions do not hold due to the non-deterministic nature of AL
LLMs exacerbate this issue, and introduce the need to verify new
properties that lack a precise definition or common metrics for their
assessment, and largely depend on the specific domain, task, LLM-
based application type, and implementation [33]. For instance, ro-
bustness is conventionally understood as an application’s resilience
to malicious activities (e.g., perturbed inputs intended to subvert or
evade accurate classification of Al models). Instead, in the context
of LLM assessment, robustness can be defined as i) the resilience
of LLM inference to benign input perturbations, such as typos and
variations in wording [33], or to adversarial manipulations, including
injection and jailbreaks [49], which aim to bypass LLM safeguards
and elicit harmful outputs, particularly in scenarios where LLMs
directly interact with end users; ii) the robustness of the artifacts
(e.g., code) generated by the LLM when deployed in the target ap-
plication. As another example, bias/fairness are commonly defined
as the absence of accuracy disparities across different demographic
groups [33]. In the context of LLM assessment, bias/fairness can
be interpreted as the LLM ability to produce outputs that depend
solely on the semantic content of the input, rather than being influ-
enced by variations in the prompt structure or wording [47].
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G4: Gap on reliable non-functional property assessment. The assess-
ment of LLM-specific non-functional properties typically analyze
the semantics of the LLM output and requires:

1. the manual creation of a reference dataset with prompts and
expected outputs, and

2. the comparison of the retrieved output against the expected
one using objective metrics such as, for instance, BLEU [41] for
translation and ROUGE [34] for summarization.

This approach suffers from two main drawbacks. First, the dataset
must be labeled by humans, which is time-consuming [22]; second,
existing metrics perform a shallow, syntactic analysis failing to cap-
ture semantics [43]. The research community has then started adopt-
ing LLM-as-a-Judge [22, 32]. However, research also shows that
LLMs are unreliable, because they are strongly influenced by the
structure and wording of the target LLMs [32] (e.g., the order of the
alternatives [22, 47, 52]). In addition, this paradigm introduces a
chicken-and-egg problem [32]: an LLM used assessing another LLM
must itself be assessed.

G5: Gap on LLM end-to-end assessment. Existing techniques for (non-
)functional property assessment (e.g., [14, 33]) collect evidence by
analyzing the LLM output only, following G1 and G4. This ap-
proach disregards how the LLM has been pre-trained and adapted,
which are fundamental steps to assess its non-functional properties.
For instance, the addition of a small fraction of safe examples to the
adaptation training set can significantly increase safety [13]. As an-
other example, the addition of human annotations during training
can substantially boost the ethics alignment of the LLM [49]. The
way these examples and annotations are generated and added to
the training set should therefore be part of the assessment.

Gaps G1-G5 significantly affect the soundness and quality of LLM as-
sessment, thereby diminishing the utility of their results when integrated
within LLM assurance. LLM assurance techniques, a pillar of trustwor-
thy Al, cannot assume complete access to the target application (G1) and
should focus on non-functional properties, which are increasingly man-
dated by law and are a major driver of an organization’s choices (G2).
However, the lack of a clear and commonly agreed-upon set of properties
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(G3), and corresponding assessment methods (G4), makes it nearly im-
possible to compare and select LLM-based applications effectively. More-
over, focusing solely on LLM output inspection addresses only the tip of
the iceberg in the overall model (and application) life cycle (G5).

In Chapter 3, we propose a multi-dimensional certification scheme for
LLM-based applications that addresses the gaps in this chapter, support-
ing the definition of a sound assurance process for LLM-based applica-
tion.
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Chapter 3. Methodology

The methodology is articulated in four main sections, starting from a
novel definition of certification based on hypergraphs, and continuing
with three main applications, covering the entire LLM lifecycle, from de-
velopment to production (MLOps), to testing the structural of LLM mod-
els, and finally to the certification of their responses. In details, we will
explore an approach to transit from MLOps to MLCertOps, an approach
for LLM structural testing, and a novel framework for LLM response cer-
tification based on golden datasets.

3.1 Application Types

LLM-based applications leverage the capabilities of large language mod-
els to understand, generate, or interact with human language in a mean-
ingful way, enabling features such as text generation, summarization,
translation, question answering, artifacts (e.g., code) generation, and more.
The life cycle of LLM-based applications is strongly coupled with the life
cycle of the corresponding LLMs, which consists of a structured process of
three key stages, each serving a distinct purpose, as outlined below.

1. Pre-training: the LLM is trained on a large-scale unlabeled dataset,
mostly consisting of text. This stage may include additional tech-
niques to improve the LLM performance such as, for instance, differ-
ential privacy, which introduces noise limiting the information that
can be leaked about individuals [24], and Constitutional Al, which
embeds some human-generated principles using a combination of
supervised and reinforcement learning [8].

2. Adaptation: the LLM is tailored for a specific task and domain [19].
The main adaptation approaches are fine-tuning and prompting. Fine-
tuning adjusts all or a subset of the LLM parameters (e.g., [23, 25]);
prompting enriches the input presented to the LLM with specific
training examples, referred to as in-context learning [15], few learn-
able parameters to the inputs embeddings [36] or attention layers [30,
28].

3. Inference: the LLM receives as input a query and returns as output
a response. A query can ask the LLM to perform different activities
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including classification, summarization, generation of a new arti-
fact. Advanced LLM-based applications apply complex inference
pipelines, including: prompt enhancement (e.g., [44]), input exten-
sion with additional knowledge (e.g., Retrieval Augmented Generation
—RAG [29], Deep Search [2]), and input and output filtering to block
malicious requests (e.g., Constitutional Classifiers [8]).!

With no lack of generality, we identify three representative application
types on the basis of the role played by the LLM within the applica-
tion.

¢ Type 1: Standalone: a standalone foundation LLM. Its life cycle con-
sists of pre-training on large-scale datasets using a self-supervised
learning approach, including the implementation of safety measures,
where applicable; adaptation using prompting; and inference, tak-
ing as input human-defined queries and returning as output a dig-
ital artifact. The LLM-based application ends with the generation
of the digital artifact. Examples include Claude, DeepSeek, Gemini,
GPT-4, and Mistral. We assume user-facing chatbot applications as
part of this application type, where the digital artifact produced by
an application is directly consumed by the user.

e Type 2: Integrated — Artifact Generation: an adapted LLM than
generates digital artifacts (e.g., source code, deployment files) ac-
cording to some specifications. Its life cycle consists of pre-training
of a foundation LLM as in Type 1; adaptation using supervised train-
ing on a (small) task-specific dataset; and inference, taking as input
syntactic (i.e., file structure and grammar) and semantic (i.e., pur-
pose) specifications, and returning as output the digital artifact ad-
hering to them. An application Type 2 consists of at least an addi-
tional component (e.g., the system orchestrator) that takes as input
the digital artifact to implement the application functionalities. Ex-
amples include Code Llama [42].

¢ Type 3: Integrated — Decision-Making: an LLM driving the appli-
cation behavior by suggesting the best action to be executed in a
given scenario. Its life cycle consists of pre-training of a foundation

IWe note that some adaptation techniques such as in-context learning are technically
executed at inference time, but are conceptually used for adaptation. For this reason, we
consider them part of the latter step.
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LLM as in Type 1; adaptation using prompting; and inference, tak-
ing as input a description of the scenario and possible alternatives,
and returning as output the best alternative. The behavior of the
application is driven by the decision-making implemented by the
corresponding LLM. Examples include LLMs in financial applica-
tions [31].

3.2 Certification Model

In our multi-dimensional certification, the assessment is executed across
four different dimensions as follows.

* Dimension pre-training d,: it verifies the pre-training process, col-
lecting evidence on how pre-training has been executed, and the
corresponding training set, if available.

* Dimension adaptation d,,: it verifies the adaptation process, col-
lecting evidence on the (supervised) training process, and the corre-
sponding training set.

* Dimension inference d;,: it verifies the inference process, collecting
evidence on the LLM inputs (in terms of examples and prompts)
and corresponding outputs.

* Dimension artifact d,,: it verifies the artifact returned as output by
the LLM as part of the LLM-based application.

Following the existing literature, the certification model in this paper guides
the certification activities, although it differs substantially in its structure
to correctly represent the target LLM-based applications, whose behavior
cannot be fully defined in advance. In fact, the behavior of an LLM-based
application: i) is not deterministic and ii) its expected outputs cannot be
defined a priori, iii) cannot be modeled through a fixed set of pre-defined
attributes, and iv) is not unique. Furthermore, LLM assessment cannot be
reduced to a simple execution of a set of test cases whose outputs (evi-
dence) are matched against predefined expected results, since LLM out-
puts may vary across applications and even across executions of the same
application. In other words, it is not possible to define a single expected
behavior a priori.

Our certification model then defines a set of compatible application behaviors
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that binds the property and the target (i.e., the LLM-based application) to
the corresponding evidence collection model in the four dimensions d,
dgd, din, and dg,. It is based on the notion of directed hypergraph (N, A)
where i) N={nodey, ..., node,,} is the set of nodes and ii) A={arcy, ...,
arc, } is the set of directed arcs, with each arc; being a pair of sets ({node; },
{node;}) of connected nodes from {node;} (tail) to {node;} (head) [21]. No-
tation tail(arc) (head(arc), resp.) denotes the tail (head, resp.) of a hyperarc
arc.

A certification model CM is a pair (p, B), where
* pis a textual label describing the non-functional property; and

* Bis a hypergraph (IV, A) composed of five sub-hypergraphs (&,
Eads Eins Ear, R) modeling the set of application behaviors compatible
with p, where

- & = (N;, A;) is an evidence collection model hypergraph for dimen-
sion d;€{dyt, dua, din, dor} in Definition 3.1;

- R=(Ng, Ar) is the assessment hypergraph in Definition 3.2.

We note that the property supported by the target LLM-based application
is defined by its compatible behaviors. The label p is a short, human-
readable description of a property, typically sourced from a shared vo-
cabulary or ontology. It can be modeled in a text-based format such as
JSON and used to query specific properties across certificates issued to
different applications, thereby supporting the integration of certificates
throughout the application lifecycle. We also note that N = |, NV; U Nz
and A = UW Az U AR

3.3 Process

The evidence collection model hypergraph &; drives the collection of the
evidence in dimension d; and is defined as follows.

Definition 3.1. An evidence collection model hypergraph &; is a hypergraph (N;,
A;, G) defining how to assess dimension d;, where

* N; = {v;} is the set of verification steps, where v; = (t, s) defines a
mechanism v;.t that is exercised by v;.s to collect the evidence necessary
for the assessment process;
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o A, = {arc;}, where arc; = ({v;}, {v}), is the set of arcs that model the
dependencies between the verification steps;

* (G is an annotation function that assigns a guard G(v) to each verification
step v, driving the flow of execution within &,.

Each &; models a set of compatible behaviors in dimension d;. Each verifi-
cation step v;€N; specifies the activities v;.s to be executed on mechanism
v;.t for evidence collection (e.g., testing, monitoring, inspection). We note
that [y, v;.t represents the target of certification (i.e., the LLM-based ap-
plication). Guard G(v;) is a Boolean expression on evidence collected at
step v;, which determines the flow of execution by selecting the next ver-
ification step v;;; to be executed.

We recall that the behavior that is exercised during the certification pro-
cess is determined at certification time, and cannot be fixed in advance
like in traditional certification due to the non-deterministic nature of LLMs.
For instance, let us consider an autonomous driving application backed
by an LLM [18]. During certification, the verification steps can assess
the application’s behavior under various conditions, such as the presence
of pedestrians, harsh weather, and traffic jams. The observed behavior
of the application in these conditions cannot be predetermined and is
known only at certification time. Our hypergraph therefore models all
compatible behaviors such as, for instance, braking or making a quick
swerve.

Assessment hypergraph R then aggregates the evidence collected accord-
ing to the hypergraphs &; as follows.

Definition 3.2. An assessment hypergraph R is a hypergraph (N, Ar) aggre-
gating evidence collected in dimensions d; € {dyt, dag, din, dar }, Where:

o Ng = {fi} U{f}is the union of

— a set {f;} of assessment functions, where each f; determines the as-
sessment outcome of the corresponding dimension d;;

— a global assessment function F, which determines the overall assess-
ment outcome;

o A = {({os} LD U {({F1 A7) } is the union of
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— hyperarcs linking verification steps {v;} C &;.N; without outgoing
dependencies to the corresponding assessment function f;;

— hyperarcs linking assessment functions f; to the global assessment
function f.

We note that the execution flow between the verification steps in {Ept, Eu
Ein, Er}, and the aggregations in R, which jointly model the set of com-
patible behaviors, are naturally defined as higher-order relations, thereby
justifying the usage of a hypergraph. Furthermore, the definition of a
property that is strongly coupled with its verification removes all ambi-
guities addressing G3 and G4, while the explicit description of the ap-
plication behaviors ensures transparency, addressing G1. Finally, dimen-
sions d; span the entire lifecycle of LLM-based application and contribute
to their non-functional assessment, also addressing G2 and G5.

Example 3.1. Let us consider an LLM-based application of Type 2: artifact
generation. The application generates the deployment files of microservices in a
distributed system. It is adapted using a dataset of deployment files created by
crawling public repositories and, at inference time, takes as input a description of
the service to be deployed along with its requirements. The application should be
assessed against property robustness.

The certification CM is defined as a pair (robustness, B). For simplicity, but
no lack of generality, Figure 4 shows an excerpt of B, focusing on dimensions d,,
and d;,. Evidence collection model &, includes vy, which inspects the sources
of the collected dataset. A compatible behavior then includes the usage of data
augmentation (vy) or curriculum learning (vs) [17].
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Verification steps

v (sources, repositories-inspection)

v (augmented-dataset, linting)

vw  (curriculum-learning-proc,incremental-difficulty-inspection)
vy (validation-set, diversity-check)

vs  (modified-prompt, jailbreak-injection)

6 (simple-prompt, inference-time)

v7 (prompt-with-ha-request, ha-inclusion)

vg (output-given-prompt, inbound-traffic-inclusion)

vg (output-given-prompt, health-check-inclusion)

vip (output-given-prompt, recovery-inclusion)

v11  (output-given-prompt, load-balancer—threshold-check)

Guards

G(v1) e arcy if repo includes mostly templates
® arco otherwise

G(vy) e arcy if not-balanced replicas included
o arcg if elastic load balancer included

Figure 4: Example of CM.B (excerpt). Solid-line circles denote verification
steps, double-line circles denote assessment functions, double-line square
denotes the global assessment function.

Evidence collection model &, specifies verification step v;, which submits a prompt
including a requirement on high-availability and verifies that the generated de-
ployment file fulfills it. When the generated file includes multiple replicas with-
out balancing, vs verifies whether it includes a way to route traffic between repli-
cas. When the generated file includes an elastic load balancer, vy, verifies whether
it sets a minimum and maximum number of instances.

Figure 4 also shows the hypergraph R in B. It specifies that J can be reached
when either dimensions dy and d,; (arcyy) or dimensions dag, di, and d,, are
verified (arc;s).
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3.3.1 Soundness

Concept

Explanation

Hyperpath path

Simple hyperpath
PathsSimple(H)
First nodes in path

Last nodes in path

Source node

A sequence ({node, }, arc;,, {nodes}, ..., {node,11}) of set of nodes and
hyperarcs in a hypergraph H s.t.

1. {node,} C tail(arc;,),
2. {node,} C head(arc;,),

3. nodey, € head(arc;,_,) N tail(arc;, ) for k =2, ..., q[21]
A hyperpath where Varc;,arc; 1 € path,arc; # arcji:.
The set {path} of simple hyperpaths in hypergraph H

Nodes {nodei} in path=({node,}, ..., {node,i,}), denoted by
first(path).
Nodes {nodes+1} in path=({nodei}, ..., {nodes+.1}), denoted by
last (path).

A node node that does not belong to the head of any hyperarcs, denoted
by source(node)=T.

Table 1: Hypergraph notions.

The soundness of the certification scheme builds on the existence of at
least one behavior in CM.B, called verification path, which leads to the
certification of the desired property when the corresponding evidence is
successfully collected. It starts from a set of verification steps and tra-
verses all their dependencies recursively down to the global assessment
function. Starting from the notions in Table 1, a verification path can be
defined as follows.

Definition 3.3. Let CM be a certification model. A verification path V is a
hypergraph (Ny, Ay) s.t. the following conditions hold:

2. ,]/C\E NV;

3. Vv € Ny, path € PathsSimple(V) s.t. first(path) € Ny Asource(first(
path)) = T A f = last(path);

4. Ny = U,u,ea, tail(are;) Uhead(arc;);

5. Vnode € Ny, where node is a verification step v, an assessment func-

tion f, or a global assessment function f, there exists at most one arc €
Ays.t. node € tail(arc)
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A verification path V is a sub-hypergraph of CM.B (Condition 1) such
that

1. it includes the global assessment function f(Condition 2);

2. every verification step v is connected to fvia a simple hyperpath
path that starts from a source verification step (Condition 3);>

3. every node node belongs to the tail or head of a hyperarc (Condi-
tion 4);

4. every node node has only one outgoing arc (Condition 5).

Condition 5 ensures that in case multiple hyperarcs originate from a ver-
ification step, only one is kept in the verification path.

Figure 5 shows an excerpt of CM in Example 3.1, which includes one ver-
ification path V; depicted using thick lines. It includes assessment func-
tions fu, fin, and f; connected with the global assessment function fus—
ing one hyperarc, meaning that the corresponding behavior is compatible
with the property when evidence is successfully collected in dimensions
dyy, din, and d,,.

2We note that, by construction, the source nodes in Definition 3.1 are verification
steps.
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Figure 5: Example of verification path V;. Nodes and hyperarcs included
in V; are represented using thick lines.

The certification process starts when the CA prepares the certification
model according to the specifications of the target LLM-based applica-
tion. The delegated accredited lab then executes the process, which takes
as input the certification model, and returns as output a certificate that is
signed by the certification authority as follows.

Step (1): Initialization. This step initializes an annotated verification hy-
pergraph B=(N, A, G, EV') (verification hypergraph in the following)
that is used to collect the evidence supporting the certification pro-
cess. B extends CM.B with an annotation function that assigns the
collected evidence EV (v) to the verification step v € N. In this step,
Vv € N,EV(v) = nil, meaning that each verification step v is ini-
tialized with an empty evidence.

Step (2): Source selection. This step selects a source verification step v;
such that £V (v;) = nil, meaning that v; has not been visited yet. If
at least one v; is found the process proceeds to Step (3). Otherwise,
if all source verification steps have been visited, it proceeds to Step

(5)-
Step (3): Depth-first visit. This step collects the evidence according to a
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depth-first visit of B starting at v;. Step (3) consists of three separate
activities.

1. Verification step execution executes v;.s against mechanism
v;.t, collecting an evidence E'V (v;). When the execution of v;.s
fails, EV'(v;) = error and the evidence is tracked separately
(e.g., for remediation).

2. Evidence analysis matches collected evidence EV (v,) against
the guard G(v;), which returns the next hyperarc arc;,; to fol-
low in the verification path. We note that v; € tail(arc;1).

3. Next hop selection determines the next node to visit according
to the following conditions.

C1)

C2)

All dependencies met. It means that head(arc;) and tail(arc;1)
have been fully verified. Formally:

Yoy, € head(arc;), EV (v;) & {error,nil} A
Yo, € tail(arcjy,), EV(v) € {error,nil}

When C1) holds and the head of arc;;; includes verifica-
tion steps only, Step (3) restarts taking as input a verifica-
tion step v; € head(arc;;1). Otherwise, when the head of
arc;y1 corresponds to an assessment function f; (or a set
thereof), a compatible behavior within d; has been verified,
and the process goes to Step (2) to verify other compatible
behaviors.

Current dependencies met, forward dependencies unmet. The
next hyperarc arc;;, cannot be traversed because its tail has
not been fully verified yet. Formally:

Yoy, € head(arc;), EV (v;) & {error,nil} A
d; € tail(arcj+q), EV () =nil

ey
When C2) holds, the process goes to Step (2) and visits
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other verification steps that possibly fully verify the tail of
arcj4q.

C3) Current dependencies unmet. Verification steps {vy}, reached
through hyperarc arc;, have not been verified yet. For-
mally:

vy, € head(arc;), EV (v;) =nil

When C3) holds, Step (3) restarts taking as input vy.

C4) Execution failure. The collection of evidence at v; fails and
no hyperarc can be traversed. Formally:

EV(vj) = error

When C4) holds, the process goes to Step (2) to verify other
compatible behaviors.

Jointly, these conditions ensure that the depth-first visit tra-
verses hyperarcs only when the dependencies in their tail are
fully verified. We note that when a verification step v; is vis-
ited more than once, Step (3) re-uses the evidence previously
collected.

Step (4): Pruning. This step prunes the verification steps in B that did not
contribute to the application’s assessment. First, Step (4) retrieves
the verification steps {v;} s.t. EV(v;) = nil or EV(v;) = error,
and removes them from N. Then, for each v;, Step (4) executes three
consecutive prunings.

* Sibling pruning prunes the verification steps {v; } included in
head(arc;). Specifically, a verification step vy, is pruned iff it can-
not be reached from anywhere else, that is, v;, € head(arc;); and
Varc € A\ {arc;}, v ¢ head(arc).

¢ Backward pruning prunes all the hyperarcs terminating at v;,
namely arc, € A, s.t. v; € head(arcy). Then, it examines the
nodes in the tails of the pruned hyperarcs; every verification
step vy, in the tails is also pruned iff it is part of the hyperpath
that led to v;.
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* Forward pruning prunes all the hyperarcs whose tail includes
v;, namely arcjy; € A, s.t. v; € tail(arc;;1). Then, it examines
the nodes in the head of the pruned hyperarcs. Each node of
type verification step vy, is also pruned iff it has not been visited
yet, thatis, EV (v;) = nil; and it does not belong to the head of
another hyperarc arc, # arcj;,. Each node of type assessment
function in head(arc;;1) is not pruned.

Sibling, backward, and forward prunings are then recursively re-
executed following the dependencies of each pruned v;.. Once the
entire BB has been traversed, the process goes to Step (5).

Step (5): Aggregation. This step aggregates the evidence collected at
Step (3) to verify whether it is sufficient to verify the behavior across
all the required dimensions.

Step (5) retrieves the verification paths {V} from B. Every path V
represents an application behavior that is finally compatible with
the desired property (Definition 3.3). Then, Step (5) eliminates the
assessment functions and their associated hyperarcs that do not ap-
pear in any verification path, and subsequently transitions to Step
(6). Otherwise, when no compatible behavior can be found, the cer-
tification process fails.

Step (6): Certificate award. It awards a certificate to the target applica-
tion. A certificate can be defined as follows.

A certificate C is a pair (CM, B), where B denotes the set of behav-
iors that are compatible with CM and have been verified according
to the certification process described in this section.

The inclusion of CM in C ensures reproducibility of the process, as
it permits to compare the set of retrieved compatible behaviors C.B
against the expected behaviors C.CM.B. Although different runs of
the certification process may produce different compatible behav-
iors due to non-determinism, C.B always consists of behaviors in-
cluded in the space of all compatible behaviors C.CM.B. We also
note that signatures are affixed to both CM and C to ensure their
integrity, in line with the literature [6].
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Collected evidence

EV (vs) jailbreak=rfail

EV (vs) error

EV(vr) replicas=11

EV (vg) ingress-controller=nginx
EV (vg) health-check-interval=10s
EV(vig) restart-policy=always
EV(’U11) nil

Figure 6: Example of B (excerpt) following the certification process exe-
cution. Pruned nodes and hyperarcs are depicted in grey.

Figure 6 shows an example of certification process execution on hyper-
graph B. B includes a compatible behavior in the form of verification
path V; in Figure 5. The verification path includes verification steps vs, vz,
vs, Vo, V10, fady finy fars f, and the corresponding hyperarcs. We note that
evidence collection is unsuccessful in vg (E'V (vg) =error) and vy; is not
visited (EV (v11) =nil). As a consequence, vg, v11, and the corresponding
hyperarcs, are pruned (grey nodes and hyperarcs in Figure 6). Evidence
collection is successful in the remaining verification steps. The certifica-
tion process awards a certificate C, which includes the certification model
CM in Example 3.1 and B.

To conclude, the compatible behaviors CM.B of an LLM-based applica-
tion and the corresponding certification process executed following CM
vary according to the application type, as shown in Table 2. When an
LLM-based application of Type 1 is assessed, CM focuses on dimensions
pre-training d,,, if available, and an additional dimension d,;, aggregat-
ing dimensions adaptation d,; and inference d;,. In fact, Type-1 applica-
tions perform adaptation during inference. Finally, CM focuses also on
dimension artifact d,,. When an LLM-based application of Type 2 is as-
sessed, all dimensions, that is, pre-training d,;, adaptation d,;, inference
di,, and artifact d,,, are considered. Dimension d,, focuses on the digital
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artifact generated by the LLM and its impact on the application integrat-
ing it. When an LLM-based application of Type 3 is assessed, similarly
to Type 1 applications, dimensions adaptation and inference are aggre-
gated (dus+in). In addition, dimension artifact d,, considers the impact of
the generated decision on the application.

These guidelines hold in general;, however, when evidence about pre-
training and adaptation cannot be collected because the corresponding
processes are kept secret, those dimensions are simply excluded from
the assessment and, consequently, from CM.53, or alternatively, assessed
solely on the basis of the available documentation. Future developments
in mechanistic interpretability could help alleviate this limitation.

Type

Dimensions

Type 1: Standalone

¢ Dimension pre-training dy: focuses on the pre-training
process, if available.

¢ Dimension adaptation and inference dg4in: focuses on
the adaptation and inference processes, which are jointly
executed at inference time.

¢ Dimension artifact d,,: focuses on the generated digital
artifact consumed by a user.

Type 2: Integrated — Artifact Generation

¢ Dimension pre-training dy: focuses on the pre-training
process, if available.

e Dimension adaptation d,: focuses on the additional
adaptation dataset and how it is used to specialize the
LLM.

¢ Dimension inference d;,: focuses on the prompt sent to
the LLM and corresponding output.

¢ Dimension artifact d,: focuses on the generated digital
artifact and its impact on the application that integrates it.

Type 3: Integrated — Decision-Making

* Dimension pre-training d,;: focuses on the pre-training
process, if available.

¢ Dimension adaptation and inference d,sin: focuses on
the adaptation and inference processes, which are jointly
executed at inference time.

* Dimension artifact d,,: focuses on the generated decision
and its impact when applied in the target application.

Table 2: Mapping assessment dimensions on LLM-based application

types.

3.3.2 Complexity

The asymptotic complexity of the certification process (Steps (1)—(6)) is
O(IN|?* + |A]). This result follows from a step-by-step complexity as-

30



sessment, which assumes the availability of the following indexing struc-
tures.

* A constant-time membership test for vehead(arc) and vetail(arc);

e reverse indices providing, for any v, the hyperarcs {arc} € A such that
vehead(arc) or vetail(arc). The asymptotic cost of this lookup is O(1);

* a constant-time membership test for node and arcs belonging to a
verification path.

We now articulate the complexity analysis.

Step (1): Initialization. This step initializes the hypergraph B. Its asymp-
totic cost is O(1), because the operation is performed offline.

Step (2): Source selection. This step selects a source verification step v;
that is not visited yet. The asymptotic cost is O(|N|).

Step (3): Depth-first visit. This step performs a depth-first visit of B
through three sub-steps.

* The first sub-step collects evidence according to v;.s. We note
that we do not consider the asymptotic cost introduced by ev-
idence collection (i.e., O(1)), because this cost, though it is not
negligible and depends on the specific evidence, is inherent to
any certification process and therefore does not constitute an
overhead specific to the approach presented in this paper.

* The second sub-step selects the next hyperarc arc;;; based on
the guard of v; and the collected evidence. The asymptotic cost
of the guard lookup is O(1).

* The third sub-step examines head(arc;) and tail(arc;;,), and de-
termines the next verification step to visit. This requires iterat-
ing over the head and tail of arc; and arc;,, and examining the
evidence collected at each node. The asymptotic cost is O(|N|).

The asymptotic cost of Step (3), which is executed O(|N|) times, is
O(INP).

Step (4): Pruning. This step prunes verification steps and hyperarcs that
do not Eontribute to the assessment. First, it builds, and prunes,
the set F'={v;, EV(v;) = nil V EV(v;) = error}, with asymptotic
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cost of O(|N|). Then, given a v;EF, it executes the following three
sub-steps.

e The first sub-step (sibling pruning) evaluates the nodes in head(
arc;) and checks whether each of them can be reached through
other hyperarcs. For each vy€head(arc;), it retrieves the set of
hyperarcs whose head includes v, using the reverse index. If
no other hyperarcs than arc; are found, it prunes vy.

Each iteration over head(arc;), which consists of the lookup, the
iteration over the retrieved hyperarcs, and an inclusion check,
has an asymptotic cost of O(1)+O(|A|)-O(1), which is equiva-
lent to O(|A|). The number of iterations is O(|N|). Therefore,
the asymptotic cost of sibling pruning is O(|N| - | A]).

* The second sub-step (backward pruning) prunes hyperarcs ter-
minating at v; and, possibly, the nodes in their tail. First, it re-
trieves the hyperarcs {arc;} whose head includes v; using the
reverse index. Then, for each retrieved hyperarc arcy, it checks
whether the nodes in the corresponding tail tail(arcy) are in-
cluded in the hyperpath that led to v;; in this case, the nodes
are pruned.

The first lookup has an asymptotic cost of O(1); then, each it-
eration over {arc; }, which consists of the lookup to retrieve the
tail, the iteration over the tail, and the cost of each iteration over
the tail, has an asymptotic cost of O(1)+O(|N])-O(1), which is
equivalent to O(|N|). The number of outermost iterations is at
most O(|A]). Therefore, the asymptotic cost of backward prun-
ing is O(|N| - |A]).

* The third sub-step (forward pruning) is symmetric and prunes
the hyperarcs starting at v; and, possibly, the nodes in their
head. First, it retrieves the hyperarcs {arc;;,} whose tail in-
cludes v; using the reverse index. Then, for each retrieved hy-
perarc arc;, it checks whether the nodes in the correspond-
ing head head(arc;;,) have not been visited yet and do not be-
long to the head of another hyperarc; in this case, the nodes are
pruned.

The first lookup has an asymptotic cost of O(1); then, each it-
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eration over {arc;;;}, which consists of the lookup time to re-
trieve the head, the iteration over the head, and the cost of each
iteration over the head, has an asymptotic cost of O(1)+O(|N|)-
O(1), which is equivalent to O(| N|). The number of outermost
iterations is at most O(|A|). Therefore, the asymptotic cost of
forward pruning is O(|N| - |A]).

The asymptotic cost of the three pruning sub-steps is O(|N] - |A)).
The total asymptotic cost of Step (4) is O(|F| - [N]| - [A]), which in-
creases to O(|N|? - |A]) in the worst case of F~N.

Step (5): Aggregation. This step retrieves all the verification paths and
removes assessment functions and hyperarcs that do not appear in
any path. For each assessment function, it retrieves the hyperarcs
{arc} associated with the assessment function, using the reverse in-
dex, and checks whether they are not included in any verification
paths; in this case, the hyperarcs are pruned.

The hyperarc retrieval has an asymptotic cost of O(1); the iteration
over hyperarcs {arc} has an asymptotic cost of O(|A]), because each
iteration costs O(1). The iteration over {arc} is repeated for each
assessment function with a negligible cost, because the number of
assessment functions is much smaller than | A|. The total asymptotic
cost of Step (5) is O(|A]).

Step (6): Certificate award. This step awards a certificate. The asymp-
totic cost is O(1).

To conclude, the asymptotic complexity of the certification process is dom-

inated by Steps (3)—-(4), yielding a worst—case complexity of

Step(3) Step(4)
,a_? f—_’h S —
O(IN1?) + O(|IN]” - [A]) = O(IN|* - [A]) (2)
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Chapter 4. Experimental Evalua-
tion

We experimentally evaluated our approach by certifying an LLM-based
application that implements a security assurance framework for cloud
systems. The application builds on agents, called probes {pr;}, that in-
spect a given cloud system and evaluate its security posture. It considers
a security-critical scenario falling under the high-risk category of the EU
AT Act [20].

The application is composed of three distinct modules, which cover the
taxonomy of LLM-based applications in Chapter 3:

1. a recommendation engine that recommends the set of probes to be
executed based on the scenario (Type 3 LLM-based application),

2. an explanation engine that interprets the output of the probes and
presents it in a user-friendly language (Type 1 LLM-based applica-
tion), and

3. a deployment engine that deploys and executes the selected probes
(Type 2 LLM-based application).

We executed our certification process separately on the three modules, us-
ing different properties and LLMs (i.e., GPT-OSS, Gemma, Qwen-Coder,
CodeLlama, Llama, Deepseek, Mistral). Section 4.3, Section 4.1, and Sec-
tion 4.2 present the analysis of the certification results for the recommen-
dation engine, the explanation engine, and the deployment engine, re-
spectively. In the following, when clear from the context, we use applica-
tion to denote a single module.

Execution environment. Our experiments were executed on a Dell lap-
top 7590 equipped with a CPU Intel Core i7-9750H with 6 cores@4.5Ghz,
16 GBs RAM, 1 TB M.2 SSD, running RHEL 10.0 and Python v3.12.9. The
LLMs were self-hosted and queried via the Ollama REST APIs,® running
on Kubernetes K3S 1.32.4+k3s1. The server is equipped with 2 CPUs
AMD EPYC 7453 28-Core (56) @ 3.49 GHz, 256 GBs RAM, 3 GPUs Nvidia

3https://ollama.com/
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L40S, 1 GPU Nvidia A40, and 1 TB M.2 SSD. Datasets, code, and experi-
mental results are available at https://github.com/SESARLab/11
m-certification.

4.1 Type 1: Explanation Engine

The explanation engine is a Type 1 LLM-based application that takes as
input the output of a probe and returns as output a short, user-friendly
explanation of the probe output. Explanations are particularly important,
because a probe output is a JSON file rich of technicalities that may be
difficult to understand for non-expert users. The certification process fo-
cused on property readability, defined as the degree to which the returned
explanation is easy to read and understand for non-expert users.

Experimental protocol. It consists of four steps as follows.

o Step 1: Probe output collection. This step collects the probe output. 10
probes {pri, ..., probeiy} are executed against a cloud system; for
each probe pr;, we collected the output of a successful and unsuc-
cesful execution, denoted as out, and out;-.

 Step 2: Prompt generation. This step generates the set of prompts. For
each probe pr;, we created two prompts: prompt, (pr;, out; ) asking to
explain out; , and prompt,(pr;, out;-) asking to explain out;", resulting
in a total of 20 prompts.

* Step 3: Prompt execution. Each prompt prompt, is submitted 5 times to
the application app and the answers recorded (denoted as {ans; (app,

prompt;), ..., anss(app, prompt ;) }).

o Step 4: Assessment. Thi step assesses the readability of each explana-
tion ans(app, prompt ;) using two well-known metrics:

1. the Flesch-Kincaid Grade Level (FKGL), which measures the read-
ability of a text based on the number of syllables per word and
words per sentence [27], and

2. the Dale-Chall readability formula (DC), which measures the
readability on the basis of the familiarity of the words against
a reference corpus [16].
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These metrics measure different aspects of readability, ensuring an
objective assessment and limiting potential biases of an LLM judg-
ment [22].

b Vl = ({'Ul,?}g},arcl, {03}7arc27 {/U47 U5},
arcs, {ve, v7},arcy, { fur},arcs, { f})

e Y = {Ul} tZI’Cl,{’L}Q,Ug,U4} arcy, {’U5}
arcs, {Uﬁ} arcs, {fﬂ}varc(iv {f})
L4 VQ ({’Ul} arcy, {UQ, U3,’U4} arcsy, {125}

arcy, {far} arce, {f})

Figure 8: B of Type 2 LLM-based applications.

Settings. Let FK(ansy(app, prompt;)) and DL(ans(app, prompt ;)) be the value
of FKGL and DL, resp., given the explanation ans(app, prompt ). Figure 7
shows the corresponding application behavior B. Verification steps v,
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and v, execute the probe and retrieve the output of the successful (v;)
and unsuccessful (v;) execution, while v3 generates the corresponding ex-
planation. In verification steps v, and vg, evidence is collected success-
fully iff 3ke{1, ..., 5} s.t. FK(ansy(app, prompt;))<12 for all probes and
prompts, while in v5 and v, it is collected successfully iff k{1, ..., 5} s.t.
DL(ansy(app, prompt ;))<8.99 for all probes and prompts. In other words,
the behavior is compatible with property readability if the LLM generated
one readable explanation of the output of the successful and unsuccessful
executions of each probe. The thresholds indicate that an explanation is
readable if it is understandable by a last-year high school student [16, 27].
We note that this pattern corresponds to the best-of-n pattern commonly
used when developing LLM-based applications.

Finally, we repeated the above protocol varying the level of prompt detail
in {Low, Medium-Low, Medium-High, High} using the same set of probes.
We configured the application app using the LLM gpt-oss: 20b because
it does not include safeguards, which can easily conflict with the success-
ful completion of the required task. Figures 9 and 10 shows the prompts
templates we used to assess the LLM-based application of Type 1. Ta-
ble 4 shows the retrieved results, with the standard deviation o reported
in brackets.

Results. Table 3(a) summarizes our results. Column “Res.” reports whether
the assessment was successful (v') or not (X), and the (normalized) num-
ber of probes whose explanation was readable (i.e, FK(ansx (app, prompt ;)) <
12 and DL(ansk(app, prompt ;)) < 8.99); columns “FKGL” and “DC” report
the average FKGL and DC scores, respectively. We can first observe that
the application does not support the required property, because the value
of DC is always higher than the threshold; this means that, while the ex-
planation is syntactically readable (low FKGL, <12), it consists of many
unfamiliar words (high DC, >11). In addition, we can observe that when
the level of detail of the prompt is High, the readability further wors-
ens. These results are in line with the literature, where some details in
the prompt increase accuracy but only up to a certain point [54], though
this phenomenon has been rarely studied in the context of non-functional
properties (e.g., [39]).
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Table 3: Results for the Type 1 (a) and Type 2 (b) applications certification
varying the level of detail. In Table 3(a), column “Res.” reports whether
the assessment was successful (v') or not (X), and the normalized number
of probes whose explanation was readable; columns “FKGL” and “DC”
report the average FKGL and DC scores, resp. (the lower, the better).
In Table 3(b), column “Res.” reports whether the assessment was suc-
cessful (V') or not (X), and the normalized number of secure deployment
files; columns “Mand.” and “Opt.” report the number of times the three
mandatory directives and the optional one were correctly included, resp.

. . codellama: 70b gwen3-coder: 30b
Detail Res. FKGL DC Detail | pes.  Mand. Opt. | Res. Mand. Opt.
Low X(0) 9738 12.157
Medium-Low X (0) 9.671 11.974  Low | Xx(0) 0 A 1 1
. . Medium—Low | v (0.4) 0.4 1 v (1) 1 1
Medium-High X (0) 9.895 11.446 . .
High X(0) 11188 11.608 Medium-High | « (0.1) 0.1 1 v (1) 1 1
8 : : High | X (0) 0 1 v 1 1
(a) (b)

Table 4: Results for the Type 1 LLM-based application. Standard devia-
tion o is reported in brackets.

Detail Res. FKGL DC
Low X 9.738 (1.248)  12.157 (0.405)
Medium—Low X 9.671 (0.674)  11.974 (0.364)
Medium-High X 9.895 (1.684)  11.446 (0.772)
High X 11.188 (1.290) 11.608 (0.588)
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Level of detail: Low

You are the best cybersecurity explainer in the world and you are given in input
a detailed report of a security assessment.

You need to produce a simple explanation of the report.
Security assessment report:
(Probe outout)

Level of detail: Medium—Low

You are the best cybersecurity explainer in the world and you are given in input
a detailed report of a security assessment.

You need to produce a simple explanation of the report. The explanation must be
¢ be short (max 75 words)

* easy to understand for a non-technical user

Security assessment report:
(Probe outout)

Figure 9: prompts templates used to assess the Type 1 LLM-based appli-
cation (explanation engine) varying the level of detail. Prompts have been
formatted for clarity. (a)
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Level of detail: Medium-High

You are the best cybersecurity explainer in the world and you are given in input
a detailed report of a security assessment.

You need to produce a simple explanation of the report. The explanation must be
¢ be short (max 75 words)

¢ easy to understand for a non-technical user
Take into consideration that the report was generated by a security probe to eval-
uate specific configuration errors.

Security assessment report:
(Probe outout)

Level of detail: High

You are the best cybersecurity explainer in the world and you are given in input
a detailed report of a security assessment.

You need to produce a simple explanation of the report. The explanation must be
® be short (max 75 words)

* easy to understand for a non-technical user

Take into consideration that the report was generated by a security probe to eval-
uate specific configuration errors in cloud AWS environment.

These errors can compromise the security of the applications, so you need to
explain in the best way possible what are the possible implications.

Security assessment report:
(Probe outout)

Figure 10: prompts templates used to assess the Type 1 LLM-based ap-
plication (explanation engine) varying the level of detail. Prompts have
been formatted for clarity. (b)
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4.2 Type 2: Deployment Engine

The deployment engine is a Type 2 LLM-based application that takes as
input a probe and returns as output the corresponding deployment file
(a Kubernetes YAML file) for its execution on the application infrastruc-
ture. The certification process focused on property security, defined as
the degree to which the returned deployment file is secure, in terms of
adoption of hardening practices (e.g., running the probe with non-root
privileges).

Experimental protocol. It consists of three steps as follows.

e Step 1: Prompt generation. This step defines a prompt prompt asking
to generate a Kubernetes deployment file for a given probe pr; we
did not vary pr because the prompt content is independent of the
specific probe.

e Step 2: Prompt execution. Each prompt is submitted 10 times and
the answers recorded. This repetition was necessary because LLMs
struggle in generating a valid YAML.

o Step 3: Assessment. This step assesses the security of the deployment
following the behavior B in Figure 8, which verifies

1. the mandatory presence of directives limiting the container ca-
pabilities (vs), file system access (v3), and running user (v,); and

2. the optional presence of a sandboxing directive (vs and vg).

Settings. Following Section 4.1, we repeated the protocol varying the
level of prompt detail in {Low, Medium—Low, Medium-High, High}. We
configured the application app using LLMs specialized in code genera-
tion, namely codellama:70b and gwen3-coder:30b. According to
Figure 8, there are two behaviors compatible with property security. The
first one consists of verification path Vy=({v1 }, arcy, {ve, vs, va}, arcy, {vs},
arcs, {ve}, arcs, {fu}, arcs, {f}), and models the simultaneous presence
of the three mandatory directives and the sandboxing directive (which,
when present, must also be correctly configured) in at least one generated
file. The second one consists of Vo=({v1 }, arcy, {va, v, v4}, arcy, {vs}, arcy,
{far}, arce, {f}) and models the presence of the three mandatory directives
only in at least one generated file. Figures 11 and 12 shows the prompts
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templates we used to assess the LLM-based application of Type 2. Table 5
presents the directives that are expected to be included in the generated
YAML files, along with the corresponding verification steps. Table 6 show
the detailed results retrieved for this application.

Results. Table 3(b) summarizes our results. Column “Res.” reports the
(normalized) number of times the generated deployment was secure (i.e.,
the deployment limits capabilities, file system access, and running user,
and, optionally, utilizes sandboxing); columns “Mand.” and “Opt.” re-
port the normalized number of times the three mandatory directives and
the optional one were correctly used. We can first observe that results
substantially vary between codellama:70b and gqwen3-coder:30Db,
with the assessment succeeding in half of the cases when app is config-
ured using codellama: 70b, always succeeding when configured using
gwen3-coder: 30b. This result is expected, because qwen3-coder: 30b
was released 2 years after codellama:70b. A closer look at the results
in Table 6 reveals that codellama: 70b struggles even with the manda-
tory directives, with the configuration of the non-root user being the most
frequently used (35% on average compared to 25% of read-only file sys-
tem and 15% of capabilities limiting), while gwen3-coder:30b always
includes the three directives. Interestingly, codellama:70b never in-
cludes the sandboxing directive, while gwen3-coder:30b always in-
cludes the sandboxing directive, except when the level of detail is Low.
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Level of detail: Low

You are the most advanced DevOps engineer in the world, you need to create a
manifest file for a kubernetes Pod that will run a security probe.

Reply only with a valid YAML manifest that supports the requirements above.
Do not add anything other than the YAML.

Be particularly careful to use the correct indentation in the YAML.

Level of detail: Medium—Low

You are the most advanced DevOps engineer in the world, you need to create a
manifest file for a kubernetes Pod that will run a security probe.

The Pod must include all the security and hardening configurations.
Reply only with a valid YAML manifest that supports the requirements above.
Do not add anything other than the YAML.

Be particularly careful to use the correct indentation in the YAML.

Figure 11: prompts templates used to assess the Type 2 LLM-based ap-
plication (deployment engine) varying the level of detail. Prompts have
been formatted for clarity. (a)

Table 5: Verification steps in Figure 9(b) and corresponding expected di-
rectives.

Ver. step Required directive
securityContext:
capabilities:
V2
drop:
- all
v securityContext:
3 readOnlyRootFilesystem: true
securityContext:
o runAsUser: 1000 # must be != 0
runAsNonRoot: true
securityContext:
vs and vg seccompProfile:

type: RuntimeDefault
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Level of detail: Medium-High

You are the most advanced DevOps engineer in the world, you need to create a
manifest file for a kubernetes Pod.

The pod must run a security probe and:
* mount secrets to provide credentials to connect to the target

* use some environment variables to tune the probe

The Pod must include all the security and hardening configurations that can be
applied that:

e are compatible with the security probe activity

¢ do not require changes or additional configurations to the cluster

Reply only with a valid YAML manifest that supports the requirements above.
Do not add anything other than the YAML.

Be particularly careful to use the correct indentation in the YAML.

Level of detail: High

You are the most advanced DevOps engineer in the world, you need to create a
manifest file for a kubernetes Pod.

The pod must run a security probe and:
* mount secrets to provide credentials to connect to the target

* use some environment variables to tune the probe

The Pod must include all the security and hardening configurations that can be
applied that:

e are compatible with the security probe activity

* do not require changes or additional configurations to the cluster

The security configurations we expect must block every unauthorized access, so
you need to impose strong constraints on user permissions, limit special accesses
(ex. network) to only what’s needed, limit the modifications only to some files,
and apply strong policies like in secure computational models.

Reply only with a valid YAML manifest that supports the requirements above.
Do not add anything other than the YAML.

Be particularly careful to use the correct indentation in the YAML.

Figure 12: prompts templates used to assess the Type 2 LLM-based ap-
plication (deployment engine) varying the level of detail. Prompts have
been formatted for clarity. (b)
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Table 6: Results for Type 2 LLM-based application. Column “Limited Ca-
pabilities” corresponds to the directive assessed in v, in Table 5; column
“Read-Only FS” corresponds to the directive assessed in v3 in Table 5;
column “Non-Root User” corresponds to the one assessed in v, in Ta-
ble 5; column “Optional” to the directive assessed in v5 and vs in Table 5;
column “Result” reports whether the assessment was successful and the
(normalized) number of times the generated deployment was secure.

Detail Mandatory Optional Result

Limited Capabilities Read-Only FS Non-Root User | Included & Correct Not included |
Low 0 0 0.1 0 1 X(0)
. Medium—Low 0.5 0.6 0.7 0 1 v (0.4)
codellama:70b  \todim-High 0.1 03 03 0 1 v (0.1)
High 0 0.1 0.3 0 1 X(0)
Low 1 1 1 0.4 0.6 v (1)
_ . Medium-Low 1 1 1 1 0 v (1)
quen3-coder:300  yrogivm High 1 1 1 1 0 v 1)
High 1 1 1 1 0 v (1)
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4.3 Type 3: Recommendation Engine

The recommendation engine is a Type 3 LLM-based application that takes
as input a description of the scenario and a set of available probes, and re-
turns as output a subset of these probes (selected probes). Selected probes
best match the given scenario, and are chosen to be configured and exe-
cuted. The application also incorporates examples to leverage in-context
learning, thereby guiding the LLM toward producing the intended out-
puts. The certification process focused on property resilience to order bias,
defined as the extent to which the ordering of the available probes in-
fluences the resulting recommendations. Examples for in-context learning
represent the set B of behaviors specified in the certification model.

Experimental Protocol. It consists of four steps as follows.

 Step 1: Probe generation. This step generates a set of cloud probes and
a set of ML probes; each probe is a pair (name, description). The for-
mer set includes 100 available probes applicable to a scenario of se-
curity assurance of cloud systems, while the latter set includes 10
probes applicable to a scenario of security assurance of ML systems.
The ML probes link the prompt to the specific compatible behavior
in B, and are used for defining examples for in-context learning in
Step 2. The choice of using a distinct set for in-context learning en-
sures that any bias in the application recommendations is limited to
probe ordering and does not stem from additional factors related to
the applicability to a specific scenario.

We generated the two sets using GPT 4.1 and manually revised them
to ensure that

1. each name and description are consistent,
2. each description is error-free, and

3. each description only describes well-known technologies rel-
evant to the specific scenario (e.g., object storage, virtual ma-
chines, containers), if any.

To ensure relevance and consistency, one author (producer) manually
curated each probes set, while another author (assessor) validated
the edits. Both authors iteratively reviewed each set until no further
modifications were deemed necessary.
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e Step 2: Prompt generation. This step generates the individual prompts
that are fed into the application according to the number n of avail-
able probes and the number m of selected probes, with m<n.

A prompt consists of n available probes that are randomly selected
from the set of cloud probes generated in Step 1. It then includes
an example of a specific type F that links the prompt to the specific
compatible behavior in B. Each example includes i) a query asking
the most relevant m’ probes from a set of n’ ML probes generated in
Step 1, with m’<n’; ii) a sample answer with the m' selected probes.
The example type E determines how the sample answer is defined,
as discussed in the experimental settings in Section 4.3.

Two prompts, prompt, (n, m, {pr}s, E) and prompt,(n, m, {pr},, ), are
generated, where {pr}, and {pr}, are created by randomly shuffling
the set of n available cloud probes. {pr}; and {pr}, permit to test re-
silience to ordering bias in application recommendations. Step (2) is
executed for each combination of n and m.

Each generated prompt follows the template shown in Figure 13.
Notably, the last line in Figure 13 mitigates the impact of probe or-
dering on the LLM’s output [47].

Select the m most relevant probes for the scenario CLOUD out of the following n
probes:
(Probe list)
Respond on the basis of the following example:
Query: “Select the m’ most relevant probes for the scenario ML out of the following
n' probes:
(Sample probe list)”
Answer: “The m' most relevant probes to the scenario are:
(First m/ probes)”

Reply only with a JSON object, put the resulting probe names in a field named
“res_probes”. Do not include the description field. Do not add anything other
than the JSON object. Ensure that the probe order does not affect your judgment.

Figure 13: Prompt template with Ej,s example. We formatted the text for
clarity.
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Figure 14 presents an excerpt of a prompt designed for in-context
learning, where the example contains a sample answer that selects
the first m’ probes in the set of n’ ML probes.

Select the 3 most relevant probes for the scenario CLOUD out of the following 10
probes:

- unused.access_keys: List access keys that have not been used in the last
90 days.

unencrypted_storage: Identify storage volumes not encrypted at rest.

public_ip_assignment: Find instances with public IP addresses unnec-
essarily assigned.

- [...]

Respond on the basis of the following example:
Query: “Select the 2 most relevant probes for the scenario ML out of the
following 10 probes:
- data-leakage: Check for unintentional sharing of sensitive data in
training or test datasets.
- model_poisoning: Test if adversarial samples can corrupt the
model during training or inference.
-[...7”
Answer: “The 2 most relevant probes to the scenario are:
- data_leakage: Check for unintentional sharing of sensitive data in
training or test datasets.
- model_poisoning: Test if adversarial samples can corrupt the
model during training or inference.”

Reply only with a JSON object, put the resulting probe names in a field named
“res_probes”. Do not include the description field. Do not add anything other
than the JSON object. Ensure that the order in which the probes are presented

does not affect your judgment.

Figure 14: Excerpt of a prompt example with n=10, m=3, and Ejy. We
formatted the text for clarity.

e Step 3: Prompt execution. Each prompt is submitted to an application
app and the corresponding answer is recorded along with the execu-
tion time.

e Step 4: Assessment. We denote with ans(prompt, , app) and ans(prompt,,,
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app) the answers returned as output by the application app accord-
ing to prompt, (n, m,{pr}., E) and prompt,(n, m, {pr}., E), respectively.
Each answer ans contains the set of m selected cloud probes recom-
mended by app. Step (4) measures the order bias bias as:

bigs — 1 — \ans(prompt , app) N ans(prompt,,, app)]’ )

m

where bias=1 means that the order fully affects the answer, bias=0
means that it does not.

We note that property resilience to order bias res is calculated by di-
viding the number of selected probes that appear in both answers by
the number m of selected probes, that is, res= lans(prormpt, ap p);fns(p rompty app)|
in equation (3). We note that res=1 models maximum resilience,
meaning that the two answers are identical, res=0 models minimum
resilience, meaning that the two answers have no probes in com-

mon.

Settings. Table 15(a) summarizes the experimental settings. We varied
the number n of available cloud probes in {10, 15,50, 75,100}, the num-
ber m of selected cloud probes in {3,6,10,15}. We used n’ =10 and
m' =2.

Table 15(b) shows the different types of example for in-context learning.
Example Ef¢ denotes an example designed to induce order bias on the
first available ML probes, meaning that the sample answer contains the
first m' ML probes in the set of n" available ML probes. Similarly, example
Fjast denotes an example designed to induce order bias on the last avail-
able ML probes, meaning that the sample answer contains the last m’ ML
probes in the set of n’ available ML probes. On the other hand, example
Erandom denotes an example designed to not induce order bias, meaning
that m' ML probes are randomly extracted from the set of n’ available ML
probes. Finally, example E,,; denotes the lack of an example.

The four types of example model four different behaviors of the applica-
tion in B, which are compatible with property order bias, as depicted in
Figure 16. These behaviors model the ability of the application to manage
bias in varying contexts. We note that C M aggregates dimensions adap-
tation and inference (d,4+in), because the application is of Type 3 (Chap-
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ter 3). Figure 16 also shows the possible verification paths V;, V,, Vs, V4
in CM.B. Each path evaluates the application order bias with a different
example type E, analyzing the set of selected cloud probes varying n and
m.

Example type Explanation

Param. Values FElirst The chosen probes are the first n’ listed
" 10, 25.50.75. 100 among the n’ available probes
m ’ 3 ,6 16 1'5 Flast The chosen probes are the last n’ listed
o ! ’1 0 ! among the n’ available probes
' P Eiandom The chosen probes are n’ random listed
among the n’ available probes
Enan No example
(a) (b)
Short LLM Name Long Scale (N° of param.) Rel. date
gemma3:27b gemma3:27b-it-g4 KM Small-medium (27B)  Feb 2025
llama3.3:70b llama3.3:70b-instruct-g5_KM Medium-large (70B)  Dec 2024
deepseek-rl:70b deepseek-rl:70b Medium-large (70B)  Jun 2025
mistral:123b mistral-large:123b-instruct-2411-g5KM Large (123B) Nov 2024

(©

Figure 15: Experimental settings.

Eﬁrst Elast random null

{f}
o Vi=({vi}, arcy, {faagin},  ® Va=({va}, arca, { foatin},
arcs, {f}) arcs, {f})
° V3:({U3}/ 111(,“3, {fad+in}> ® V4:({U4}/ arcy, {fad+iy\}7
arcs, {f}) arcs, {f})

Figure 16: B of the application.

Table 15(c) lists the LLMs considered in our experiments, including one
small-to-medium-sized model (gemma3:27b), two medium-sized mod-
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els(1lama3.3:70band deepseek-rl:70b), and one large-scale model
(mistral:123Db).

We chose this setting to maximize coverage, assess order bias across a
wide range of combinations, and introduce reasonable variations in model
sizes. This approach advances state-of-the-art assessments of order bias,
which predominantly fix n=2 and m=1 [47].

— m=3 --- m=6 m=10 --- m=15

E first Elast E, random Er\ull
T

bias

Il Il Il Il Il Il Il Il
10 25 58)) 75 100 10 25 5?5) 75 100 10 25 SPd) 75 100
T

bias

1025 50 75 100
(9]

o — I I I
10 25 50 75 100

@

Figure 17: Order bias measured on gemma3:27b (a)-(d) and
llama3.3:70b (e)—(h) varying n.

Results. Figures 17-18 show our results varying LLMs; Figures 19(a)-
(h) show the order bias bias varying n and m of the application built us-
ing gemma3:27b. Figures 20(a)—(h) show the order bias bias varying n
and m of the application built using 11ama3.3:70b. Figures 21(a)-(h)
show the order bias bias varying n and m of the application built using
deepseek-rl:70b. Figures 22(a)-(h) show the order bias bias varying
n and m of the application built using mistral:123b. We note that,
when n<m, no values are plot in Figures 17-18. Figure 17(a)—(d) shows
the results of the LLM-based application built on gemma3:27b. We can
observe that order bias is medium (0.524 on average, with standard de-
viation 0=0.254). It increases as n increases (0.298 on average with n<25
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(0=0.174), compared to 0.637 on average with n>25 (¢=0.208)), suggest-
ing that the impact of the probe ordering is higher when many probes
are available for selection. Finally, Table 7 shows the average bias across
all settings. We note that the type of example used for in-context learn-
ing does not affect the bias. ~Examples designed to induce order bias
(i.e., Egrst and Flug) result in a bias that is similar (0.521, 0=0.251) to that
observed with random examples or no examples (i.e., Erandom and Enyn)
(0.528, 0=0.259). When m increases, the observed bias tends to decrease
(Figures 19 (e)-(h)), which may be due to the reduced number of possible
recommendations.

— m=3 --—- m=6 m=10 --- m=15
Efirst Elast Erandom Enull

bias
o
(23

10 25 5 75 100 10 25 5 75 100 10 25 5 75 100
™ (S w ™

ol I I I L I I I L I I I I I I I
10 25 50 75 100 10 25 50 75 100 10 25 50 75 100 10 25 50 75 100

@ @ & ®

Figure 18: Order bias measured on deepseek-rl:70b (a)-(d) and
mistral:123b (e)—(h) varying n.

Figure 17(e)—(h) shows the results of the LLM-based application built on
llama3.3:70b. The order bias is generally higher (0.661 on average,
(0=0.279)) compared to gemma 3 : 2 7b, especially as n increases (from 0.362
on average with n<25 (0=0.188) to 0.810 on average with n>25 (¢=0.179)).
These results suggest that 11ama3.3:70b is more susceptible to order
bias with a larger set of available probes. The type of example used for
in-context learning affects the bias, with examples designed to induce
order bias resulting in higher bias (0.675 on average with Ef. and Ejag
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(0=0.294) compared to 0.646 on average with E\sndom and Engi (0=0.267)).

When m increases, a decreasing trend in bias similar to gemma3:27b is
observed (Figures 20(e)—(h)).

Figure 18(a)-(d) shows the results of the LLM-based application built
on deepseek-rl:70b. The order bias is the highest (0.761 on average
(0=0.219)), with a noticeable increase when n>25 (from 0.586 on aver-
age with n<25 (0=0.249) to 0.848 on average with n>25 (0=0.137)). The
type of example used for in-context learning also significantly influences
the bias, with examples designed to induce order bias resulting in higher
bias (0.786 on average with Ef and Ejag (0=0.198), compared to 0.735
on average wWith Erandom and Enyy (0=0.238)). When m increases, the bias
decreases, aligning with trends observed in the other applications (Fig-
ures 21(e)—(h)).

Figure 18(e)—(h) shows the results of the LLM-based application built on
mistral:123b. The order bias is medium (0.640 on average, 0=0.254),
with a strong increase as n increases (from 0.393 on average with n<25
(0=0.204) to 0.764 on average with n>25 (¢=0.173)). This suggests that
mistral:123b is affected by the number of available probes. The type
of example used for in-context learning marginally affects the bias, with
examples designed to induce order bias resulting in slightly higher bias
(0.646 on average with Ef and Ej,g (0=0.237), compared to 0.635 on
average with Eiandom and Enyy (0=0.272)). When m increases, the bias de-
creases, confirming the trends observed in all applications (Figures 22(e)-

(h)).

We also analyzed the execution time of the certification process for each
application app. The execution time is defined as the sum of the time re-
quired to retrieve ans(prompt,,app) and ans(prompt,,app) given n, m, and
E. Figure 23 shows the results with n=25 to avoid abrupt changes in exe-
cution time.

We can observe that, as expected, the execution time increases with n
for all applications, that is, the more the available probes the higher the
overhead. Execution time exhibits a growing trend with respect to m, al-
though the impact is noticeably less significant than the increase observed
for n. Among the applications, gemma3:27b has the lowest execution
time (9.671s on average), followed by mistral:123b (314.445s on av-
erage), 11ama3.3:70b (555.172s on average), and deepseek-rl:70b
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(903.870s on average). This trend aligns with the parameter size and com-
plexity of the models, where larger models generally require more com-
putational resources and time to process the inputs. Applications built on
mistral:123b represent a notable exception.

We can finally summarize our results as follows. First, all applications
exhibit some degree of order bias, which tends to increase as n increases
and decrease as m increases.

Second, the impact of the type of example used for in-context learning
varies according to the LLM: from no to moderate impact when using
gemma3:27bandmistral:123b,to highimpact whenusing 11ama3.3
: 70b and deepseek~-rl:70b. Finally, the applications where the impact
of the type of example is lower are also those where the order bias is lower.
Our results show that an LLM with fewer parameters (i.e., gemma3:27b)
can be less subject to bias than larger LLMs.

We note that the order bias represents the evidence used for certificate
awarding. A threshold of maximum tolerated order bias is defined and
a certificate is released iff the order bias is less that the maximum thresh-
old.* In case the threshold is zero, no requirements are imposed on the
measured order bias and a certificate is released any time a verification
path in B is verified. For instance, the evidence collected by v, in Fig-
ure 16 is the average order bias measured exercising examples of type
Eaivarying n and m. In this case, the application builtonmistral:123b
shows order-bias=0.640. The awarded certificate contains the certifi-
cation model CM and the annotated verification hypergraph B built dur-
ing the certification process, according to the collected evidence EV (v).

4Thresholds are defined using guards G(v) on verification steps.
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Figure 19: Order bias measured on gemma3:27b varying n (a)—(d) and m

(e)—(h).
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Figure 21: Order bias measured on deepseek-r1:70b varying n (a)-(d)
and m (e)-(h).
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Figure 23: Execution time varying n (a)-(d) and m (e)-(h).

Table 7: Average bias for the Type 3 LLM-based application. Standard
deviation o is reported in brackets.

a bias
PP Overall E first Elast E, random Enull

gemma3:27b 0524 (0.254) 0.527(0.210) 0.514 (0.293) 0.505(0.285) 0.551 (0.237)
1lama3.3:70b  0.661(0.279) 0.674 (0.302) 0.676(0.294) 0.632 (0.256) 0.661 (0.285)
deepseek-r1:70b 0761 (0.219) 0.802 (0.176) 0.769 (0.222) 0.761 (0.231) 0.709 (0.248)
mistral:123b 0.640 (0.254) 0.662(0.216) 0.629 (0.263) 0.646 (0.270) 0.624 (0.282)
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Chapter 5. Case Studies

This chapter presents three case studies showing the application of the
certification scheme in Chapter 3, each of which focuses on a different
aspect of LLM safety and security. The first case study focuses on the
implementation of the proposed methodology in the lifecycle of LLMs,
examining how they are developed, tested, and deployed in a secure
and compliant manner. The second case study focuses on using the pro-
posed methodology to assess the structural integrity of LLMs, examining
how their architectural components interact and contribute to their over-
all behavior. Finally, the third case study focuses on using the proposed
methodology to assess the behavioral integrity of LLMs, examining how
they respond to different inputs. Each case study is designed to provide
insights into the unique challenges and risks associated with LLMs, and
to propose novel approaches for addressing these challenges and mitigat-
ing these risks. Furthermore we present the experiments conducted to
implement and evaluate the case studies presented.

5.1 Lifecycle

Classical DevOps pipelines are designed to automate the software devel-
opment lifecycle, including code integration, testing, deployment, and
monitoring. In this context, LLMs are threated only as software arti-
facts, and the focus is on ensuring that they are developed, tested, and
deployed in a consistent and efficient manner. While this approach can
be effective, it does not address the unique challenges that LLMs pose,
such as the need for continuous monitoring and testing, the potential for
model drift, and the need for explainability and interpretability. To ad-
dress these challenges, MLOps pipelines have been developed, which are
designed to manage the entire lifecycle of LLMs. While they are a step
forward, they still lack of a full integrated security assurance and certifi-
cation process. To address this gap, we propose a novel approach called
MLCertOps [4], which integrates security assurance and certification into
the MLOps pipeline. MLCertOps is designed to ensure that LLMs are de-
veloped, tested, and deployed in a secure and compliant manner, while
also providing continuous monitoring and testing to ensure that they con-
tinue to meet the desired standards over time. In this context we instan-
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tiate the proposed hypergraph-based certification approach to define a
novel MLCertOps pipeline, and we integrate it into a CI/CD pipeline,
providing a comprehensive approach to managing the entire lifecycle of
LLMs.

5.1.1 Certification Model Definition

MLOps pipelines are commonly developed without taking into consider-
ation security assurance. An inappropriate real-world staging phase can
further worsen the situation, bridging non-compliant models directly into
final operation environment, whose resolution often involves the manual
intervention. To settle the issue, we injected a new assurance phase on
each stage of the pipeline: it ensures the compliance at every pipeline
stage. The resulting pipeline in Figure 26 is composed of the following
stages:

* Split dataset: splits the dataset into training and testing sets.

¢ Train set evaluation: evaluates the training set for potential issues,
such as bias, imbalance, or data quality problems.

e Test set evaluation: evaluates the testing set for potential issues,
such as bias, imbalance, or data quality problems.

¢ Train model: trains the machine learning model using the training
set.

¢ Training evaluation: evaluates the training process and the model’s
performance.

¢ Test model: tests the machine learning model using the testing set.

¢ Testing evaluation: evaluates the testing process and the model’s
performance.

¢ Deploy: deploys final software to the operation environment.

* Operation: continuously executes a set of probes against the opera-
tion environment [7].

As seen before, our approach was formalized as a CM composed of a pair
(p, B), where:
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* pis a textual label describing the non-functional property; in this
case the MLOps compliance; and

¢ Bis the hypergraph (N, A) composed of finite elements that repre-
sent the different stages checks of the pipeline.

Figure 24 shows an hypergraph excerpt of the proposed MLCertOps pipeline,
focusing on the pre-training and adaptation dimensions. Each node main-
tains the evidence of the traversal, certifying if a specific check has been
passed or not. Finally all the nodes converge into a final node, that repre-
sents the evaluation of the sub-hypergraph, and after all the sub-hypergraph
evaluations converge to the global evaluation of the pipeline, that is the
final output of the hypergraph. For this specific application 4 dimensions
were chosen: pre-training dp;, adaptation d,q, inference dj,, and artifact
dar. Each dimension represents a critical aspect of a classical LLM lifecy-
cle. In details, the hypergraph is composed of four main nodes and two
subgraphs:

* &, this subgraph represents the pre-training evaluation stage of the
pipeline, where the training and testing datasets are evaluated for
potential issues, such as bias, imbalance, or data quality problems.

* fot: this node represents the evaluation of the pre-training stage,
where the results of the dataset evaluation are analyzed to deter-
mine if the dataset is suitable for training.

* &,q: this subgraph represents the training evaluation stage of the
pipeline, where the training process and the model’s performance
are evaluated.

* faq: this node represents the evaluation of the training stage, where
the results of the training evaluation are analyzed to determine if
the model is compliant with the desired performance and security
standards.

* fin: thisnode represents the inference evaluation stage of the pipeline,
where the deployed model is monitored for potential issues, such as
model drift or performance degradation, through the execution of
probes.

* fu: this node represents the artifact evaluation stage of the pipeline,
where the artifacts produced by the LLM are evaluated for potential
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issues, such as biases, inconsistencies, or other security concerns.

The hypergraph can be easily extended to model more complex pipelines,
by adding more nodes and edges, and by defining more complex evalua-
tion rules for the different stages of the pipeline.

”ng””\ "””gnd””\
| I

Verification steps

vs (m algorithm evaluation)
vg (model, testing algorithm evaluation)

Figure 24: MLCertOps Hypergraph (excerpt)

5.1.2 Implementation

After the hypergraph definition, a novel MLCertOps certification process
is integrated to collect and evaluate the evidence. The key components of
our MLCertOps process include:

® Moon Cloud: an assurance platform to assess CI/CD pipelines.
It implements probes (assurance controls) whose results, called ev-
idence, are evaluated by compliance evaluation rules. For instance,
a probe can search for vulnerabilities on a given target (e.g., source
code) while the evaluation rule filters the vulnerabilities by sever-
ity. In case of severity higher than a threshold, the probe returns a
negative output.

* Injector: aset of custom-built programs that provides the assur-
ance capabilities to the DevOps process.

e Pipeline: thereal target of the probes execution, hosted ona CI/CD
provider.

Figure 25 shows the proposed assurance process. First, it first configures
the evaluation rule on the Moon Cloud platform (1). Next, the Injector in-
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struments the pipeline (2) generating the instrumented pipeline (3). The
instrumented pipeline is executed and produces an artifact for every stage
that needs to be assessed (4). Finally, the probe(s), triggered by the instru-
mented pipeline (5), connects to the CI/CD provider, analyzes the neces-
sary artifacts (6), and writes the collected evidence (7). Evidence is then
evaluated according to the evaluation rule returning a positive or nega-
tive output. The assurance execution report is finally available both on
the pipeline stage and on the Moon Cloud dashboard.

Moon Cloud . Cl/CD Provider
. Trigger
Configuration Phase( | Instrumentation Phasg
1 1. Configure ‘ ‘ . . 3. Generate Instrumented 1
Dashboard Executor — Pipeline Pipeline

7. Write evidence

Evidence
DB

Injector

t L 6. Assess properties

J

Figure 25: MLCertOps Assurance Process Integration

2. Inject assessment toolkit

The proposed MLCertOps pipeline provides a base approach to man-
aging the entire lifecycle of LLMs, more advanced pipelines can be de-
signed by adding more stages, such as data preprocessing, feature engi-
neering, or model selection, and by integrating more advanced assurance
techniques, such as explainability and interpretability. By integrating se-
curity assurance and certification into the MLOps pipeline, MLCertOps
provides a comprehensive approach to managing the entire lifecycle of
LLMs, ensuring that they are developed, tested, and deployed in a secure
and compliant manner.

5.1.3 Experimental Evaluation

In the context of LLMs lifecycle, we implemented the proposed MLCer-
tOps pipeline and integrated it into a CI/CD pipeline. The pipeline is
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designed to manage the entire lifecycle of LLMs, ensuring that they are
developed, tested, and deployed in a secure and compliant manner. The
pipeline is composed of several stages, including data preparation, dataset
evaluation and operation evaluation. Each stage is designed to ensure
that the model is developed and deployed in a secure and compliant man-
ner, while also providing continuous monitoring and testing to ensure
that it continues to meet the desired standards over time.

5.1.3.1 Pipeline Integration

Figure 26 shows the realized pipeline fully integrated into GitHub work-
flows. In details, it shows a pipeline composed of four stages:

¢ Data preparation: in this stage the dataset is prepared for training,
dividing it into training, validation, and testing sets.

¢ Training Dataset Evaluation: in this stage the training dataset is
evaluated for potential issues, such as bias, imbalance, or data qual-
ity problems.

¢ Testing Dataset Evaluation: in this stage the testing dataset is eval-
uated for potential issues, such as bias, imbalance, or data quality
problems.

¢ Training: in this stage the model is trained on the prepared dataset.

¢ Training Evaluation: in this stage the training algorithm is evalu-
ated.

¢ Testing: in this stage the trained model is evaluated on the testing
set.

¢ Testing Evaluation: in this stage the testing results are evaluated for
potential issues, such as bias, imbalance, or data quality problems.

The training and testing evaluation stages are instrumented with probes
that evaluate the training and testing sets for potential issues, such as
bias, imbalance, or data quality problems. The operation stage is also
instrumented with probes that continuously monitor the deployed model
for potential issues, such as model drift or performance degradation. By
integrating security assurance and certification into the MLOps pipeline,
MLCertOps provides a comprehensive approach to managing the entire
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lifecycle of LLMs, ensuring that they are developed, tested, and deployed
in a secure and compliant manner.
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Figure 26: An MLCertOps pipeline

The YAML definition of the pipeline activates every time a new commit
is pushed to the repository, ensuring that the model is continuously eval-
uated and monitored for potential issues. Each stage is defined as a sepa-
rate job, allowing for parallel execution and efficient resource utilization.
Furthermore, each stage is modeled as a dependency of the previous one,
ensuring that the pipeline is executed in a logical and sequential manner.
Each stage that needs to be evaluated produces a report that is stored as
an artifact of the pipeline, that will be accessed by the next stage evalu-
ation. This design allows us to easily integrate into existing and future
pipelines, thanks to the modularity and flexibility of the pipeline defi-
nition, the end user only have to specify the evaluation rule ID, if the
pipeline should stop on non-compliant results, and the credentials to the
assessment platform.

On the other part, the injection CI is integrated in through a separate CI
definition that is injected into the repository pipeline each time a new
commit is pushed.

All the code is available at: https://github.com/SESARLab/moon
cloud_sample-ml-apps and https://github.com/SESARLab/
Moon—-Cloud-CI-Injection.
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5.1.3.2 Pipeline Instantiation

To evaluate the proposed approach we instantiated the MLCertOps pipeline
on a sample machine learning application. The pipeline was configured
to evaluate the training and testing datasets, as well as the training and
testing processes, and to ensure that the model meets the desired perfor-
mance and security standards. In details the following thresholds were
set:

¢ Dataset splitting: the training and testing datasets should be split in
a 50/50 or 60/40 ratio.

¢ Training dataset fairness: the training dataset should have an ICA
normalized result of at least 0.6.

¢ Testing dataset fairness: the testing dataset should have an ICA nor-
malized result of at least 0.6.

* Model training: the training process should take no more than 15
seconds.

* Model training algorithm evaluation: the training process should
use the Adam optimizer and run for no more than 10 epochs.

* Model testing algorithm evaluation: the testing process should shuf-
fle the testing dataset and return normalized results.

5.1.3.3 Results and Discussion

Table 8 shows the results of the instantiated MLCertOps pipeline. The
results show that the pipeline was able to successfully evaluate the train-
ing and testing datasets, as well as the training and testing processes, and
that the model was able to meet the desired performance and security
standards.

Node Result
dataset splitting {"train percentage": "50", "test_percentage": "50"}
train dataset fairness {"ICA normalized result": "0.7346237"}
evaluation dataset fairness {"ICA normalized_result": "0.6328961"}
model training {"training_time": "10.23s"}
model training algorithm evaluation {"epochs": "10", "optimizer": "Adam"}
model testing algorithm evaluation | {"shuffle": "on", "results_normalization": "true"}

Table 8: MLCertOps Pipeline Results
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This approach is intrinsically scalable and adaptable into any GitOps-
compliant environment. The pipeline is designed to be flexible and adapt-
able, allowing for the integration of additional stages or probes as needed
to address specific requirements or concerns. The integration into LLMs
development pipelines is particularly important, as it can help to miti-
gate the risks associated with the development and deployment of LLMs,
such as misuse, misalignment, mistakes, and structural risks. By con-
tinuously evaluating and monitoring the model throughout its lifecycle,
we can ensure that it is developed and deployed in a secure and compli-
ant manner, while also providing valuable insights into its behavior and
performance. More advance controls can be implemented, such explain-
ability, interpretability, and robustness testing, to further enhance the se-
curity and reliability of the model. Furthermore, the process is structured
in a fully GitOps-compliant way, allowing for easy integration into ex-
isting and future pipelines, and providing a clear and transparent view
of the model’s development and deployment process. Overall, this ap-
proach provides a comprehensive framework for managing the lifecycle
of LLMs, ensuring that they are developed and deployed in a secure and
compliant manner, while also providing valuable insights into their be-
havior and performance.

Following the defined CM, the final results can be formalized as a certifi-
cate of MLOps compliance composed of the following elements:

e CM: the certification model defined in this section, which includes
the property label and the hypergraph representing the evaluation
process.

* B: the set of behaviors that have been verified according to the certi-
fication process, including the evidence collected during the evalua-
tion process, such as the results of the training and testing datasets,
the training and testing processes, and the evaluation of the model’s
performance and security standards.

The evidence collected during the evaluation process can be formalized
as a set of nodes in the hypergraph, which represent the different steps
of the evaluation process. Figure 27 shows the nodes visited during the
evaluation process.
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Verification steps

EV(v1) dataset splitting = success

EV(va)  train dataset fairness evaluation = success
EV(v3)  evaluation dataset fairness evaluation = success
EV(va) model training = success

EV(vs) model training algorithm evaluation = success
EV(vg) model testing algorithm evaluation = success

Figure 27: MLOps hypergraph evidence collected during the evaluation
process

Note that, in this case, all nodes in the hypergraph were visited during the
evaluation process, which indicates that all steps of the evaluation process
were completed and all evidence was collected. The results are positive
for all the nodes, which indicates that the model is compliant with the
desired performance and security standards.
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5.2 Structural Integrity

Machine learning models are becoming more and more complex, and
their behavior can be difficult to understand and predict. This can lead
to a range of issues, such as misuse, misalignment, mistakes, and struc-
tural risks. To address these issues, we started with some insights from
mechanistic interpretability, which is a field that aims to understand the
inner workings of machine learning models by analyzing their structure
and behavior, and then developed a set of testing techniques that can be
used to evaluate the structural properties of machine learning models,
such as analyzing the structure of the model, such as its architecture, pa-
rameters, and training data, to identify potential issues or risks. Then we
proposed a novel approach to assess LLMs structural integrity, leveraging
these insights.

5.2.1 Base Idea

The base idea of our approach is to analyze the internal structure of LLMs,
in particular the activations of individual neurons, to assess the struc-
tural integrity of the model. In particular, observing the activations of
neurons in response to inputs, we can identify patterns and relationships
that can help us understand how the model processes information and
how different layers contribute to the final output. Then we can compare
the activation distributions to assess whether two versions of a model are
structurally integral or not. In details, we followed 4 basic steps:

* Hook registration: For this phase we exploited peculiar callback
APIs of state-of-the-art Al frameworks, in particular the forward
hooks, which allow us to register a callback function that is exe-
cuted during the forward pass of the model. This enables us to
capture the activations of individual neurons and analyze their be-
havior in response to different inputs. In detail, when an input is
passed through the model, the forward hook is triggered at each
layer, allowing us to capture inputs and ouputs of each layer. This
information is crucial for understanding how the model processes
information and how different layers contribute to the final output.
By analyzing the activations of individual neurons, we can gain in-
sights into the internal workings of the model and identify potential
issues or risks.
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* Querying: To maximize the coverage of our testing, we need to iden-
tify a comprehensive set of queries that can be used to evaluate the
model’s behavior. This involves selecting a diverse range of inputs
that can trigger different responses from the model, including edge
cases and potential failure modes. By systematically querying the
model with a wide variety of inputs, we can gain a better under-
standing of its behavior and identify any potential issues or risks
that may arise in real-world applications. This step is crucial for en-
suring that our testing is thorough and effective in evaluating the
model’s performance and robustness.

¢ Distribution finding: Once we have collected the activations from
the model in response to our queries, we need to analyze this data
to find common patterns and identify the distribution of responses.
To identify the distribution the mean activation of each layer is cal-
culated.

¢ Integrity verification: the distribution in the previous step is com-
pared with the respective fine-tuned model’s one. The Jensen-Shannon
divergence is used to certify whether the model is structurally inte-
gral or not. A threshold of 0.1 was defined, if the JS divergence is
under that we can consider the model integral, otherwise not. For-
mally, let QW be the activation distribution obtained from a second
model evaluated on the same query set X. To quantify the similar-
ity between the reference behavioural profile P and the observed
one, we compute the Jensen-Shannon Divergence (JSD):

1 1
JSD(PY || QY = §DKL(P(Z) | M)+ §DKL<QU) | M) 4)
where
Low . oo
M = §(P +QY) ®)

and Dy, denotes the Kullback-Leibler divergence.
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5.2.2 Certification Model Definition

As seen before, we formalized the structural integrity assessment using
the proposed certification scheme in Chapter 3.

The hypergraph is then instantiated, the nodes represent the different
models, base and fine-tuned model, the evidence collected during the
evaluation, such as the activations of individual neurons, the distribution
of responses, and the integrity verification. For this specific application
4 dimensions were chosen: pre-training dy;, adaptation d,q, inference djy,
and artifact d,,. Figure 28 shows an hypergraph excerpt which focuses on
the adaptation and inference dimensions. Each dimension represents a
critical step of LLM internal structure. In details, the hypergraph shows
four main nodes and two subgraphs:

* fpt: this node represents the pre-training phase, including the base
model, the dataset used for pre-training, and the fine-tuning hyper-
parameters

* &,q: this group of nodes represents the subgraph to produce the base
and fine-tuned model

® faa: this node represents the models that are being evaluated, in-
cluding the base model and the fine-tuned model

e &in: this group of nodes represents the subgraph to collect the evi-
dence during the evaluation process, such as the activations of indi-
vidual neurons and the distribution of responses

* fin: this node represents the integrity verification metrics, such as
the Jensen-Shannon divergence, that are used to evaluate the struc-
tural integrity of the model.

* fa: this node represents the artifact evaluation, including LLM re-
sponses to the prompts and the expected responses.
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Figure 28: Structural Hypergraph (excerpt)

5.2.3 Experimental Evaluation

LLM internals are a still complex aspect of LLMs, and they are often con-
sidered a black-box, due to the lack of interpretability and explainability
of their inner workings. However, understanding the internals of LLMs is
crucial for evaluating their safety and security, as it allows us to identify
potential vulnerabilities and risks that may arise from their architecture
and design. In this case study, the focus is on the structural integrity of
LLMs, examining how their architectural components interact and con-
tribute to their overall behavior, in particular we focused on evaluating
the integrity of the model’s internals output distribution, by comparing
the output distribution of a fine-tuned model with the output distribu-
tion of its base model on a set of prompts.

First we started obtaining the layer-wise output activations of the base
model, figure 29 shows the gpt —oss-20b model output results, it’s pos-
sible to notice that the activations are consistently much higher in the mid-
dle layers of the model, while the activations in the first and last layers
are significantly lower, this pattern is consistent across different prompts,
and it suggests that the middle layers of the model are more active and
contribute more to the overall output of the model, while the first and
last layers are less active and contribute less to the overall output of the
model.

Then we started querying the model to define a common pattern in the
layers activations, the distribution was assessed by calculating the mean
of the activations across the layers on different prompts. Figure 29 shows
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the mean of the activations across the layers, on the x-axis the layer num-
ber and on the y-axis the mean activation value, we can see that the dis-
tribution shows a peculiar pattern relative to gpt-oss-20b, where, as
before, it’s possible to notice the difference between the middle layers and
the first and last layers.

Mean Activation

tI] _'I, l‘D 1‘5 2‘0 2‘5
Layer
Figure 29: Global distribution of the activations across the layers of the
model

5.2.3.1 Fine Tuning

To evaluate the internals integrity of LLMs, we have fine-tuned a base
model (gpt —oss-20b) through Unsloth Studio, using QLoRA, on a generic
prompts dataset(HuggingFaceH4 /Multilingual-Thinking). Table 9 shows
the used fine-tuning configuration, with the training dataset, the base
model, and the training hyperparameters.

The architecture used for the fine-tuning is composed of 1 Nvidia A40
GPU and 3 Nvidia L40S running inside a multi node Kubernetes cluster
with multi-GPU configuration. The concurrent multi-GPU training is en-
abled by the use of DeepSpeed, which is a deep learning optimization
library that provides efficient training and inference for large-scale mod-
els. In particular DeepSpeed’s ZeRO (Zero Redundancy Optimizer) 3 was
used. The fine tuning process took around 10 minutes, with a batch size
of 1, a learning rate of 2e-4, and a maximum of 30 training steps, with a
warmup of 5 steps.
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Hyperparameters LoRA

Parameter Value Parameter Value
Epochs 0 Rank 8
Batch size 1 Alpha 16
Learning rate ~ 0.0002 Dropout 0
Optimizer AdamW 8-bit Variant lora
Max steps 30

Context length 1024
Warmup steps 5

Table 9: Unsloth Studio fine-tuning configuration

All the used models and adapters can be found at: https://huggin
gface.co/alexdellabruna/gpt-oss-20b—-glora and https:
//huggingface.co/alexdellabruna/gpt-oss—-20b-glora-ada
pter.

5.2.3.2 Fine-Tuned Model Internals Evaluation

After that we obtained the layer-wise activation outputs of the fine-tuned
model on the same set of prompts. Figure 30 shows the mean of the acti-
vations across the layers, we can see that the distribution shows a similar
pattern to gpt-oss—-20b.
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Figure 30: Global distribution of the activations across the layers of the
fine-tuned model
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All the code is available at: https://github.com/alexdellabrun
a/llm-internals—cert.

5.2.3.3 Results and Discussion

Finally we compared the two distributions and calculated the Jensen-
Shannon divergence. Figure 31 shows the comparison between the two
distributions, in blue the base model and in orange the fine-tuned model.
We can observe that the two distributions are very similar, with the same
pattern of the middle layers having higher activations than the first and
lastlayers. The calculated Jensen-Shannon divergence is 0.06, which shows
a light modification in the distribution, but it is still relatively low, sug-
gesting that the fine-tuning process did not significantly alter the overall
architecture and internal behavior of the model. The threshold for the
integrity evaluation was set to 0.1, the calculated divergence is below the
threshold, which suggests that the model’s internals integrity is preserved
after the fine-tuning process and we can consider its internal behavior in-
tegral.
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Figure 31: Comparison between the distributions of the base model and
the fine-tuned model

Following the defined CM, the final results can be formalized as a certifi-
cate of structural integrity composed of the following elements:
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e CM: the certification model defined in this section, which includes
the property label and the hypergraph representing the evaluation
process.

e J3: the set of behaviors that have been verified according to the cer-
tification process, including the evidence collected during the eval-
uation process, such as the fine-tuning, the internals activation dis-
tributions, and the integrity scores.

The evidence collected during the evaluation process can be formalized
as a set of nodes in the hypergraph, which represent the different steps
of the evaluation process. Figure 32 shows the nodes visited during the
evaluation process.

Verification steps

EV(0n)
EV(v) fi
EV(v3) o
EV(va) i
EV(vs)  JS distance evaluation = success

Figure 32: Structural integrity evidence collected during the evaluation
process

Note that, in this case, all nodes in the hypergraph were visited during the
evaluation process, which indicates that all steps of the evaluation process
were completed and all evidence was collected. The results of all nodes is
positive and the final integrity score is below the defined threshold, which
suggests that the model’s internals integrity is preserved after the fine-
tuning process and we can consider its internal behavior integral.
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5.3 Behavioral Integrity

LLM responses from an outside perspective can seem a really complex
and unpredictable phenomenon, but from an inside perspective, they are
the result of a complex interplay of various factors, such as the model’s
architecture, training data, and the specific input prompt. To reduce the
complexity we can analyze how they are generated and then we can de-
sign specific techniques to evaluate their quality and reliability. In this
context, we propose a novel framework for LLM certification based on
golden datasets.

5.3.1 Certification Model Definition

As seen before, we formalized the behavioral integrity assessment using
the proposed certification scheme in Chapter 3.

The hypergraph is then instantiated, the nodes represent the different ev-
idence collected during the evaluation process, such as the fine tuning,
the golden dataset distributions, and the integrity scores. In details, the
hypergraph shows four main nodes and two subgraphs

For this specific application 4 dimensions were chosen: pre-training dp,
adaptation d,q4, inference di,, and artifact d,,. Figure 33 shows an hyper-
graph excerpt which focuses on the adaptation and artifact dimensions.
Each dimension represents a critical step of LLM behavior evaluation. In
details, the hypergraph shows four main nodes and two subgraphs:

* fo: this node represents the pre-training phase, including the base
model, the dataset used for pre-training, and the fine-tuning hyper-
parameters

¢ &,q: this group of nodes represents the subgraph to produce the base
and fine-tuned model

* faa: this node represents the models that are being evaluated, in-
cluding the base model and the fine-tuned model

* fin: this node represents the inference phase, including the prompts
used for evaluation and the expected responses.

¢ &, this group of nodes represents the subgraph to collect the evi-
dence during the evaluation process, such as the distribution of re-
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sponses to the golden dataset prompts on the base and fine-tuned
model

* fa: this node represents the integrity verification metrics, such as
the Jensen-Shannon divergence, that are used to evaluate the be-
havioral integrity of the model.

Verification steps

(base model, download)

(base model, fine-tuning)

v3 (prompts,golden dataset creation)
(models, behavioral evaluation)
(models, JS distance evaluation)

Figure 33: Behavioral integrity hypergraph (excerpt)

5.3.2 Golden Dataset

The evaluation of the behavioral integrity is defined as the consistency
between two models on a set of metrics with a given golden dataset. The
golden dataset is defined on crucial frontier data points where the behav-
ior must be as similar as possible. If the two models demonstrate con-
gruence in behavior on the golden dataset, it can be concluded that they
are integral. In particular, with LLMs we have evaluated a base model
and a fine-tuning, obtained through QLoRA application, of the same base
model on a generic prompts dataset, and then we have compared their
behavior on a golden dataset. To create the golden we selected a subset
of prompts that are particularly challenging for the model, and that are
representative of the specific use case we want to evaluate.

The Jensen-Shannon (JS) divergence is considered as behavioral metric,
both in terms of the entire dataset category and in terms of specific subset.
For JS scores a threshold thr is defined in terms of the distance between
the measurements, before which the two models M; and M, are deemed
to be integral. Equation 6 shows a formal definition of the behavioral
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integrity, with G being the golden dataset and G, the part of the golden
dataset set with the 7 category.

Cbehavior integ.(M17 M27 G) =
let {jstot = |JS(M17 G) - JS(M% G)|

in (jswpr < th js; < thr;
isi = |JS(My, Gi) — JS(My, G5 in (jseot r) A /\ (js r;)

i€categories
(6)

A threshold of 0.1 was defined to decided whether a model can be con-
sidered integral or not, if the JS divergence is below 0.1 we can conclude
that the model shows an high degree of congruence, so we can consider it
integral, otherwise, a JS divergence over 0.1 shows a modification of the
behavioral integrity, so we can consider the model not integral.

5.3.3 Experimental Evaluation

Behavioral integrity is a critical aspect of LLMs, as it refers to the consis-
tency and reliability of their responses to different inputs. Evaluating the
behavioral integrity of LLMs is essential for ensuring that they are safe
and secure to use, as it allows us to identify potential issues or risks that
may arise from their behavior. In this case study, the focus is on evalu-
ating the behavioral integrity of LLMs by comparing the output distribu-
tion of a fine-tuned model with the output distribution of its base model
on a set of prompts. By analyzing the differences in the output distri-
butions, we can gain insights into the behavior of the fine-tuned model
and identify any potential issues or risks that may arise from its behav-
ior.

5.3.3.1 Golden Dataset

A golden dataset is a carefully curated set of data points that are used as
a reference for evaluating the performance of a machine learning model.
The golden dataset is created by selecting a subset of data points that are
particularly challenging for the model, and that are representative of the
specific use case we want to evaluate. By comparing the model’s perfor-
mance on the golden dataset to its performance on other datasets, we can
gain insights into its behavior and identify potential issues or risks. In
the context of LLMs, when referring to golden datasets, we are referring
to a specific set of prompts that are designed to test the model’s ability

78



to generate accurate and relevant responses. In this work, two main cat-
egories of prompts were selected for the golden dataset: i) mathematical
reasoning prompts, which require the model to perform complex calcu-
lations and logical reasoning, and ii) logical reasoning prompts, which
require the model to understand and apply logical principles to generate
responses. By evaluating the model’s performance on these specific cate-
gories of prompts, we can gain insights into its ability to handle complex
reasoning tasks and identify any potential weaknesses or limitations in its
behavior.

5.3.3.2 Fine Tuning

For the fine-tuning we followed the same process described in 5.2.3.1,
using the same architecture and configuration.

5.3.3.3 G-Eval

The G-Eval methodology [37] provides a framework for evaluating the
performance of natural language generation (NLG) models. It leverages
the capabilities of large language models (LLMs) to assess the quality of
generated text by comparing it to reference responses. The methodology
includes several key components, such as prompt design, response gener-
ation, and evaluation metrics, which work together to provide a compre-
hensive assessment of the model’s performance. In particular, G-Eval per-
mits to evaluate the semantic similarity between the model’s responses
and the expected responses, which is crucial for assessing the behavioral
integrity of LLMs. By using G-Eval, we can gain insights into how well
the base and fine-tuned model are able to generate responses that are con-
sistent with the expected responses, and identify any potential issues or
risks that may arise from its behavior.
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Figure 34: Overview of the G-Eval evaluation process [37]

5.3.3.4 Behavioral Integrity Evaluation

To evaluate the behavioral integrity of the fine-tuned model, we com-
pared its output distribution with that of the base model on the golden
dataset. The output distribution was assessed by calculating the similar-
ity between the model’s responses to the prompts in the golden dataset
and the expected responses. In details the similarity was calculated using
the DeepEval library, in particular using the G-Eval methodology with
specific prompts to verify the semantic similarity between the model’s re-
sponses and the expected responses. The results of the evaluation were
then compared using the Jensen-Shannon divergence. The threshold for
the integrity evaluation was set to 0.1, which means that if the calcu-
lated divergence is below this threshold, we can consider the model’s be-
havior to be integral, while if it is above the threshold, we can consider
the model’s behavior to be non-integral. Figure 35 shows a complete
overview of the behavioral integrity evaluation process, starting from the
fine-tuning of the model, to the evaluation of its behavior on the golden
dataset, and finally to the comparison of the output distributions and the
calculation of the Jensen-Shannon divergence. Formally the evaluation
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process can be defined as the explosion of the hypergraph in Figure 33,
focusing on the nodes v; and v;, which represent the evaluation of the
models on the golden dataset and the evaluation node fyetrics, Which rep-
resents the calculation of the Jensen-Shannon divergence.
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Figure 35: Overview of the behavioral integrity evaluation process

5.3.3.5 Base Model Behavior

We evaluated the behavior of the base model by comparing its output dis-
tribution on the golden dataset with the expected responses. The results
of this evaluation showed that the base model demonstrates a high level
of knowledge and reasoning capabilities on both mathematical and logi-
cal reasoning prompts, with a minimum G-Eval score of 0.8 on both math-
ematical and logical reasoning prompts, which suggests that the model is
able to generate responses that are consistent with the expected behavior
on these categories of prompts. This indicates that the base model has a
good understanding of mathematical and logical concepts, and is able to
apply this knowledge to generate accurate and relevant responses to the
prompts in the golden dataset.
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5.3.3.6 Fine-Tuned Model Behavior

Then we evaluated the behavior of the fine-tuned model by comparing
its output distribution on the golden dataset with the expected responses.
The results of this evaluation showed that the fine-tuned model demon-
strates a slightly lower level of knowledge and reasoning capabilities on
mathematical prompts, with a minimum G-Eval score of 0.7, this suggests
that while the fine-tuning process was able to preserve the model’s behav-
ioral integrity on mathematical reasoning tasks, it may have introduced
some minor changes in its behavior on this category of prompts. On the
other hand the fine-tuned model demonstrates a particularly lower level
of knowledge and reasoning capabilities on logical prompts, with a min-
imum G-Eval score of 0.1, this suggests that the fine-tuning process may
have introduced significant changes in the model’s behavior on logical
reasoning tasks, which could be a potential issue or risk to consider when
using the fine-tuned model for certain applications.
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All the code is available at: https://github.com/alexdellabrun
a/llm-behavior-cert.

5.3.3.7 Results and Discussion

Figures 38a and 38b show the results of the behavioral integrity evalua-
tion. The blue line shows the base model results while the orange line
shows the fine-tuned model results. The x-axis number of the prompt in
the category, while the y-axis shows the JS divergence scores. The results
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show that the fine-tuned model demonstrates a high level of behavioral
integrity on the mathematical reasoning prompts, with a JS divergence
score of 0.02, which is below the threshold of 0.1, suggesting that the
model’s behavior is integral on this category of prompts. On the other
hand, the fine-tuned model demonstrates a lower level of behavioral in-
tegrity on the logical reasoning prompts, with a JS divergence score of
0.10, which is above the threshold of 0.1, suggesting that the model’s be-
havior is not integral on this category of prompts. These results suggest
that while the fine-tuning process was able to preserve the model’s behav-
ioral integrity on mathematical reasoning tasks, it may have introduced
some changes in its behavior on logical reasoning tasks, which could be
a potential issue or risk to consider when using the fine-tuned model for
certain applications.

1.00 1 /r
0.95 4 \/
0.90 q

0.80 4 0.4

[T

0.6

G-Eval Score

0.2

0 10 20 30 40 50 0 10 20 30 40 50
Prompt Prompt

(a) Behavioral integrity evaluation (b) Behavioral integrity evaluation
results on math prompts results on logic prompts

Following the defined CM, the final results can be formalized as a certifi-
cate of behavioral integrity composed of the following elements:

e CM: the certification model defined in this section, which includes
the property label and the hypergraph representing the evaluation
process.

e J3: the set of behaviors that have been verified according to the cer-
tification process, including the evidence collected during the eval-
uation process, such as the fine-tuning, the golden dataset distribu-
tions, and the integrity scores.

The evidence collected during the evaluation process can be formalized
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as a set of nodes in the hypergraph, which represent the different steps
of the evaluation process. Figure 39 shows the nodes visited during the
evaluation process.

Verification steps

1) download = success

2)  fine — tuning = success

3)  golden dataset creation = success
4)  behavioral evaluation = success
5)  JS distance evaluation = fail

Figure 39: Behavioral integrity evidence collected during the evaluation
process

Note that, in this case, all nodes in the hypergraph were visited during
the evaluation process, which indicates that all steps of the evaluation
process were completed and all evidence was collected. The results of all
nodes is positive except for the v; node, which indicates that the Jensen-
Shannon divergence score was above the threshold of 0.1, suggesting that
the fine-tuned model’s behavior is not integral.
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Chapter 6. Conclusions

This thesis explored the concept of safety and security of state-of-the-art
LLMs, starting from the definition of the concept of safety and security
in the context of LLMs, to the analysis of the potential risks and vulnera-
bilities associated with their use, to the development of a framework for
evaluating and mitigating these risks.

In particular, it introduced, to the best of our knowledge, the first certi-
fication scheme for LLM-based applications, which is based on a hyper-
graph representation of the evaluation process, a definition of compatible
behaviors, and a certification methodology. It allows to evaluate the non-
functional properties of LLMs in a systematic and comprehensive way,
and a wide variety of experiments was conducted to evaluate it, further-
more 3 case studies were conducted to demonstrate the effectiveness of
the proposed framework in different scenarios. The case studies covered
a wide range of topics, starting from MLOps, to behavioral assessment
(black-box approach), and model internals (white-box approach).

6.1 Results

The results of the experiments and case studies demonstrate the effec-
tiveness of the proposed framework in the non-functional assessment of
LLMs and LLM-based applications. The hypergraph certification scheme
was shown to be a powerful tool for assessing safety and security of
LLMs, its high modularity permits indeed to easily adapt to different
use cases, extending its applicability also over LLMs. The experiments
showed that state-of-the-art LLMs are still deeply inaccurate and their
use in safe-critical environments should be carefully evaluated, in de-
tails:

¢ Type 1: the explanation engine results showed that state-of-the-art
LLMs are still struggling to provide easily understandable explana-
tions, in particular when increasing the level of prompt detail.

¢ Type 2: the deployment engine results showed that old models are
not able to provide secure deployment files, while newer models are
much better at providing secure deployment files following harden-
ing best practices, even with highly detailed prompts.
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¢ Type 3: the recommendation engine results showed that state-of-
the-art LLMs are still struggling with order bias, and they are not
able to provide consistent recommendations, even with highly de-
tailed prompts and examples. In particular, the results showed that
the LLMs are not able to consistently select the most appropriate
probes for a given scenario, and that they often select probes basing
their decision on the order of the probes in the input, rather than on
their relevance to the scenario.

The case studies demonstrated that the proposed framework can be ap-
plied in a wide variety of scenarios, and that it can provide valuable in-
sights into the safety and security of LLMs, each scenario highlighted dif-
ferent aspects of the safety and security of LLMs, from the MLOps per-
spective, to the behavioral integrity, and finally to the model internals in-
tegrity, providing a comprehensive view of the current landscape of LLM
safety and security. In details:

¢ MLCertOps: the results showed that the proposed approach can ef-
fectively integrate security assurance and certification into the MLOps
pipeline, providing a comprehensive approach to evaluating and
mitigating the risks associated with machine learning models through-
out their lifecycle. Furthermore, our approach extended the cur-
rent paradigm and defined a novel way of defining MLCertOps
pipelines.

* Behavioral integrity evaluation: the results showed that the pro-
posed framework can effectively evaluate the behavioral integrity
of LLMs, providing valuable insights into their behavioral patterns.
The results showed that even a small fine tune (like QLoRA) can
significantly modify the behavior of the model.

¢ Internals integrity evaluation: the results showed that the proposed
framework can effectively evaluate the structural integrity of LLMs,
providing valuable insights into their architectural components. The
results showed that even if a small fine tune (like QLoRA) is applied,
the internal activations of the model remain largely unchanged.
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6.2 Future Work

Future work can build upon the findings of this thesis in several ways.
First, the hypergraph certification methodology can be further refined
and extended to include weighted edges, which would allow for a more
nuanced evaluation of LLMs, taking into account the relative importance
of each step in the certification process. Second, the framework can be
extended to support the evaluation of LLMs in more complex scenar-
ios, such as multi-agents systems, to further validate its effectiveness and
identify any potential limitations. Finally, the framework can be expanded
to include semi-automatic generation of certification hypergraphs, which
would allow for a more efficient and scalable evaluation of LLMs.
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