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DevOps Pipelines

A commonly consists of
° — developer pushes code

updates
° — CI/CD pipeline builds

and tests the code

° — code is deployed to
the operation environment

— great for traditional development lifecycles
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e Upload — developer pushes code
updates

e Build and test — CI/CD pipeline builds
and tests the code

e Deployment — code is deployed to
the operation environment

— great for traditional development lifecycles, but it does not take into account security

2/10 Alex Della Bruna, Marco Anisetti, Giandonato Inverso | Assurance in DevSecOps Pipelines



mailto:alex.dellabruna@studenti.unimi.it
mailto:marco.anisetti@unimi.it
mailto:giandonato.inverso@studenti.unimi.it

DevSecOps Pipelines

A adds to the traditional DevOps pipeline

Sec

— code is
scanned for vulnerabilities ﬂ
o — software
components are scanned for

Ops

vulnerabilities
. — application is %
executed under simulated attacks

— security is integrated into the development lifecycle
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DevSecOps Pipelines

A adds to the traditional DevOps pipeline

Sec

— code is
scanned for vulnerabilities ﬂ
o — software
components are scanned for

Ops

vulnerabilities
. — application is %
executed under simulated attacks

— security is integrated into the development lifecycle, but
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What If...

What if the

e is as the one ?
e becomes ?

|

are great, but they environment

|
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Assurance

is the process of of a system to
that it meets the given over time”

C. A. Ardagna and N. Bena. “Non-Functional Certification of Modern Distributed Systems: A Research Manifesto”. In: Proc.
of IEEE SSE 2023. Chicago, IL, USA, July 2023
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Assurance in DevSecOps Pipelines

Moon Cloud CI/CD Provider
Trigg
E ConfigurationPhase | . & " nstrumentationPhase | |
: 1. Configure ' i Piveli 3. Generate Instrumented ]
' ; i ipeline R !
: Dashboard Executor ——— ! p Pipeline :
3 7. Write evidence E : 4. Create )
L - /! [S—— }
. Evidence i
Injector o8 Artifacts

6. Assess properties

2. Inject assessment toolkit
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Cloud-Edge-loT Scenario - From DevOps...

Container image build

Build script H

Static resources

Built image

Staging environment 1 | Operation environment

Legacy device

Legacy device loT device

Legacy device

| Manual test | 1 | Deploy

loT device
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Cloud-Edge-loT Scenario - ... To Assurance DevSecOps

DevSecOps DevSecOps

0OClimage build
| Code commit }—-| Static code analysis }‘—'| Build script

Built image }—-{ OClimage analysis

Staging environment ] ] Operation environment

Virtual loT device loT device

Firmware analysis I | Deploy ‘

Virtual loT device loT device Operation

Virtual loT device loT device
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Conclusions

to the bridging the gap between and
° of security events
° by decoupling between the pipeline and the assurance platform
Future work
. with the assurance platform
° to other development approaches
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Assurance in DevSecOps Pipelines

Thank you for listening!
Any questions?

Alex Della Bruna: alex.dellabruna@studenti.unimi.it

Marco Anisetti: marco.anisetti@unimi.it
Giandonato Inverso: giandonato.inverso@studenti.unimi.it
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